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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

APPENDIX E, Multiple station dispatch 
Instructions are oontalned In Section 
F . 

(3) If appropriate that field 
recipients be aware of Headquarters 
distribution, the Headquarters 
Distribution Category Symbol will 
be used, (See APPENDIX E) . 

c. Headquarters Distribution 

The listing of Headquarters offices 
receiving distribution will be shown at 
the lower left of the dispatch copies 
retained at Headquarters. 

* Qg^8*Pator 

The originating officer shall sign his 
ue name on the yellow copy of Form 53 . 

, Coordination 

a. The originator of a dispatch shall 
determine the extent of coordination 
required, consistent with geographic, 
operational, and support considerations. 

b. Coordinating officers, within their 
spheres of responsibility, shall determine 
whether a dispatch is consistent with 
approved plans, policies, and procedures.. 
Coordinators will sign the yellow copy 
of Form 53 in true name. 

c. Dispatches which are addressed to 
stations under the cognizance of more 
than one Division should be coordinated 
with each Division. 

. Release 

a. Chiefs and Deputy Chiefs of Divisions 
are authorized to release dispatches 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

within their geographical areas of 
responsibility. Those which transcend 
the responsibility of more than one 
Division, raise a question of policy, 
initiate or significantly affect 
activities or projects, commit funds, 
deny a request or disapprove an action 
or are apt to raise a controversy, shall 
be released by the D/CO, DD/CO, or 
Chief, OC-O. Chief or Deputy Chief, OC-SPS 
25X1A will release dispatches addressed to Chief, 

Releasing officers shall 
determine, and by their -signature 
certify, that the dispatch: 

(1) Has been properly classified, 
sterilized, addressed, and coordinated. 

(2) Is applicable, appropriate, and 
consistent with approved plans, 
policies, and procedures. 

(3) Is consistent with operational 
and security considerations pertinent 
to the subject matter and to the 
addressee , 

f 

(4) Is consistent with the limita- 
tions regarding material which may 
be sent by pouch (see Section I). 

b. The releasing officer shall sign his 
true name on the yellow copy of Form 53 
and hi s pseudonym initials after Chief, 

25X1A on the "FROM" line; except when 

mP^lleasing officer is the same as the 
signing officer, the initials may be omitted. 

17 . Security Classification and Group Marking 

a. The appropriate defense classifica- 
tion will be stamped or typed at the 
top and bottom of each page of all copies 
of a dispatch and its enclosures. If 
typed, capital letters separated by 
hyphens will be used, as S-E-C-R-E-T. 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con’t 
4. Special Shipments 


a. Staffs originating shipments of equipment 
to be forwarded through classified pouch 
channels have the responsibility for notify- 
ing the Field that such shipments are enroute 
if such notification is necessary. 

b, OC-RMS will establish the pouch channel 
and proper addresses, obtain dates of the 
estimated arrival of the equipment in the 
Field, if available and required; and will 
provide this information to the Staffs upon 
request , 

J. HAND-CARRIED CLASSIFIED MATERIALS 
1. Formal Authorization Mandatory 


Under no circumstances shall classified 
material be hand carried to the Field by persons 
who do not have proper approval. This includes 
equipment of a classified nature which ordinarily 
would be transmitted by pouch. Because of the 
security hazard, material shall be hand carried 
only in emergency situations where the necessity 
for immediate delivery outweighs the possibility 
of a compromise of security. 

2 o Request for Approval 

If the office head concerned considers it 
essential that material be hand carried, he shall 
request approval by forwarding three completed 
copies of Form 1804, Request for and Appointment 
of Special Courier, (See EXHIBIT E) , to Chief, 
OC-RMS along with the material to iDe hand carried 
at least one full working day in advance of the 
individual's departure. This will allow suffi- 
cient time for preparation of the pouch and 
approval of the special courier appointment to 
be granted or denied. 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 DISPATCH AND POUCH PROCEDURES - con't 
3. Release of Pouch 


If approval is granted, OC-RMS shall prepare 
the pouch and will brief the special courier. 

*K. ADDITIONAL CHANNELS 


Facilities are also available for pouching to 
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OFFICE OF COMMUNICATIONS ORDERS 110, DISPATCHES 


110.1 APPENDIX B 

PREPARATION O F^^J cORRESPONDENCE 

I . PREPARATION OF CORRESPONDENCE 

A. Types of Correspondence 

Correspondence to Field Stations consists of 

the following categories: 

1. Correspondence addressed exclusively to 
Field Stations. 

2. Correspondence addressed to Field Sta- 

tions and other overseas areas. 

3. Correspondenc^to DD/P Chiefs of Stations 
and Bases within 


25X1A 

25X1 A 

25X1 A 

25X1A 

25X1A 


B . Format 

Correspondence should be prepared on Dispatch Form 
53 or Transmittal Manifest, Form 1236a, in the establi- 
shed format. 


C. Addressee and Originator 

1. The addressee will be the officer in charge of 
the Communications installation, or the Chief of Station 
or Base, as appropriate. 


2. Correspondence prepared at Headquarters, addressed 


♦ 3. Correspondence prepared at Headquarters to^^^^l 

Field Stations in the name of the Director of Communica- 
tions will indicate "FROM; • However, 

this title will not be used as a general rule; rather, 
it will be used in those instances wherein the content 
of the dispatch would require the signature of the D/CO, 
DD/CO, or OC-0 as an authorizing official of the Agency. 


♦ 17 March 1969 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 APPENDIX B - con^t 

D. Dispatch Symbols 

25X1 A 

2. Correspondence which is prepared in the name of 
the Director of Communications will contain the appropri- 
ate dispatch symbol and number of the D/CO. 

E. Signature 

25X1A * Correspondence originated in the name of Chief, 

will be signed by the Chief or Deputy Chief 25X1A 

F. Distribution 



The standard procedure established for preparation 
of dispatches will be followed. 

G. Coordination/Release 


25X1 A 


1. The officer originating a dispatch will determine 
the extent of coordination required consistent with 
existing directives and the operational and support 
requirements involved. 


will release correspondence 
originated in his name. There is no change in corres- 
pondence procedures regarding releasing authority for 
dispatches originated in the name of the Director of 
Communications . 
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OFFICE OF COMMUNICATIONS ORDERS IIQ. DISPATCHES 

110.1 APPENDIX D 

OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1 . Field Distribution 

Category Symbols Distributed To 

A All Major OC Field Activi- 

ties and Communications 
Division, OSA 

B Stations which have person- 

nel assigned by OC (Does 
NOT include Category A) 


C 


D 


Stations at which Communica- 
tors are other than OC per- 
sonnel (Does NOT include 
Category A or B Stations) 

Cancelled 


* 2 . 


E 

F 

Area plus B 



An Area Headquarters plus all 
OC manned sta tions under it s 
Jurisdiction 
plus B) 


Headquarters Distribution 


25X1 A 


Category Symbols 


Distributed To 


1 


D/CO, DD/CO, OC-0, OC-EXA, 
OC-RMS 


* 13 January 1969 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 APPENDIX D - con't 


Category Symbols 
2 


3 


Distributed To 


25X1 A 


Distribution 1 plus Staff and 
Division Chiefs; 

Commun^^^ns 


25X1A 


Distribution 2 plus Branch 
Chiefs 


4 


Distribution 3 plus Section 
Chiefs 


5 Distribution to all employees 

at Headquarters 

6 Each Career Panel, plus DD/CO 

and Chairman of the OC Panels 


7 Special distribution at the 

request of the originator 
(i.e., DDP, DDS, DDI, and/or 
DDS&T) 


3. Publication Distribution 


25X1 A 


Exceptions to standard distribution category symbols occur 
when distribution of publications are made to an established 
list of addressei^^Ii^thes^case^the addressee line will 
read: TO: All ) . The distribution will 

then ( i . e cy 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 


110.1 APPENDIX E 


SENIOR COMMUNICATIONS OFFICER 

Those stations listed below are designated as 
Senior Communications Officer (SCO) and are to be 
addressed in correspondence as follows: 


Senior Communications 
Senior Communications 
Senior Communications 
Senior Communications 
Senior Communications 
Senior Communications 


Officer 

Officer 

Office 

Office 

Office 

Office 



25X1A 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


♦110.1 EXHIBIT A 


Format for Preparing Dispatches 
[action RCOUKEO-diaMMCES 

For Information Only 


DISPATCj^l 


Chief, 

Coniittunr 

Chief, 


S-E-C-R-E -T^^ _ 


lA TELEPOUCH necessl 


I CP^u^ ThTlials of 
I Releasing Officer^ 


ilary) 


PROCESSING ACTION 


NO INDEXING SEQUIKED 


PRIOR ITY (If _n^^sary) 


REFS: 


A. 

B. 


^^^■ 69-123, dated 1 February 1969 
DIR 12345, dated 2 January 1969 


1. This Is a sample dispatch prepared on Form 53, 

a prepunched, 5-part, carbon-interleaved set. "Letterex" paper 
may be used for additional copies. Preparation and distribution 
of copies should be held to the minimum. 

2. Use single spacing, with a double space between 
paragraphs and sub-paragraphs, A brief dispatch may be double 
s paced . 

3. Paragraphs will be numbered consecutively and will 
follow the indentation pattern used in this sample. A single 
paragraph dispatch will not be numbered. 

4. While an actual dispatch would require copies as 
described in Section D, paragraph 13, a, this sample dispatch 
includes only the following representative copies: 

a. The original of the official dispatch form 
will be sent to the field. Signature is in pseudonym. 

The carbon copies sent to the field addressees will 
be like the original. 

b. The yellow copy of the dispatch is the 
official record copy. Signatures of the originating, 
coordinating, and releasing officers will appear 
below the solid black line in true name. Other 
Headquarters file copies will be like the official 
record copy, however, they will not ordinarily 
carry the handwritten signature. 


- CONTINUED - 


(ROSS REEERENCE 10 


(WHITE) 


Date Typed 

Distribution : 

1 - OC-RMS (Offici 
Record Copy) 

1 - OC-A 
1 - OC-CS 
1 - OC-MES 


(YELLOW) 


iOlSPAKH SVMtOlAKD NUMBH 

^^ 69-123 

tUKiiiSlION 

S-E-C-R-E-T 


Date Released 


25X1A 
25X1 A 

25X1A 

25X1A 


25X1 A 


OtIlCt - WfICER - ItMST 

OC-A True Name Signature True Initials I 4307 


OFFKE SYMIOl 

OAn 

OfFtarSNAME 

[ 

oc-cs 


True Name; Signature 










! REKASINO 1 

OFFKE SYM80I 

OC-MES 1 

“'b.te 

leleaaed 

OFIKEl'S «6NAIURE 

True Name Signature 


E PREVIOUE EDITION. 


DISPATCH 


I - OC-MSS 




(BLUE) 





RELEASING 


OIIICE SYMBOL 

'Itfate 

OFFICER'S SIGNATURE 


OC-MES 1 

eleased 

True Name Signature 


DISPATCH 


♦ 13 January 1969 
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110 . 

110.1 


Page 


DISPATCHES 


OFFICE OF COMMUNICATIONS ORDERS 


EXHIBIT A - con't 


CONTINUATION OF 
DISPATCH 


S-E-C-R-E-T 


ADM 69-123 


5. The releasing date of the dispatch is typed or stamped 
at the lower right of the dispatch. Note that the date of 
preparation is typed at the lower left, below the text of the 
message, on all copies remaining at Headquarters. 

6. If the dispatch requires more than one page, identify 
the second and succeeding pages by dispatch number as Illustrated 
above. Second and succeeding pages will be prepared on Form 53a, 
Continuation of Dispatch, 

7. The pseudonym signature of the signing officer of a 
multi-page dispatch will be on the last page of the original. The 
true name signatures of the signing, coordinating, and releasing 
oflicers will be on the first page of the yellow official record 
copy , 


(Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

♦Enclosures: 

A. (Brief description), (Number of copies) 

B, (Brief description) , (Number of copies) 


Distribution: 

Orig. & 2 - Addressee, w/encls. A fc B 
1 - Communications Officer, 


Iw/o ends. 


Dispatches for transmission VIA TELEPOUCH cannot 
have enclosures or attachments. 


(WHITE) 


S-E-C-R-E-T 


(Check if 3 
j more pagejs) 2 


25X1 A I 


(YELLOW) 
53a ust 


S-E^.R-E-T 


4Check If 3 
LOTcolMHCfo 2 


(BLUE) 





-- - • CL«SSIFICAriON 

(Cb»ck if 3 



S-JE-C-R-R-T 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

9. Signature 


Chiefs and Deputy Chiefs of Divisions 
and Staffs, authorized signing officers, or 
higher authority may sign dispatches. The 
pseudonym of the signing officer shall be 
typed on all copies but his signature need 
appear only on the original. A signing 
officer whose pseudonym is not typed on the 
dispatch shall initial all copies of the 
dispatch. When the D/CO or DD/CO release 
a dispatch, their typed pseudonym signa- 
ture is to be placed on the dispatch and 
they will also be the signing officer. 

10. Date 


a. The date the dispatch is prepared 
w'ill be typed by the originating office 
at the left below the text on all Head- 
quarters copies . 

b. The date of actual release (which 
will be the date used whenever referring 
to a dispatch) will be typed or stamped 
at the right, in the space provided by 
the releasing office. 

11 . Dispatch Symbols and Numbers 

a. Dispatches w'ill be numbered with 
the appropriate Division or Staff 
symbol (See APPENDIX D) , followed by 
the last two digits of the current 
year, and numerical series beginning 
w'ith 001. On 1 January of each year, 
the numerical series w'ill revert to 
001. Example: ADM 65-001. 

b. The originator of a dispatch will 
obtain the appropriate number from the 
respective Division or Staff registry. 

If, after a number has been obtained, 

a dispatch should be cancelled, the 
issuing Division or Staff is to be 
notified immediately. 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

c. Should the same number be assigned 
to two separate dispatches, the issuing 
Division or Staff will rectify the error 
as follows: 

(1) If the dispatch has not been 
pouched, a new number will be 
assigned to the dispatch bearing 
the latest date. 

(2) If the dispatch has been 
pouched, the dispatch bearing the 
latest date will be amended by the 
addition of the letter "A” (e.g., 

ADM 65-001 becomes ADM 65-001-A) . 

In this case the Division or Staff 
concerned will be responsible for 
notifying the field. 

12 . Enclosures 

a . Preparation 


(1) A complete set of enclosures, 
if available, will accompany each 
copy of the dispatch sent to the 
action addressee, and where possible 
or applicable, with the information 
copies . 



(3) The following notation will be 
either typed at the top of the 
enclosure or on a separate sheet of 
paper and securely fastened to the 
enclosure: 

"Enclosure No. to Dispatch 

No. for Station 


or 

"Separate Cover Enclosure(s) No, 
to Dispatch No. for Station_ 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con't 

APPENDIX E. Multiple station dispatch 
instructions are contained in Section F. 

(3) If appropriate that field 
recipients be aware of Headquarters 
distribution, the Headquarters Distribu- 
tion Category Symbol will be used (see 
APPENDIX E) , 

c . Headquarters Distributi on 

The listing of Headquarters offices 
receiving distribution will be shown at the 
lower left of the dispatch copies retained 
at Headquarters. 

14. Originator 

The originating officer shall sign his true 
name on the yellow copy of Form 53. 

15 . Coordination 

a. The originator of a dispatch shall 
determine the extent of coordination required, 
consistent with geographic, operational, and 
support considerations. 

b. Coordinating officers, within their 
spheres of responsibility, shall determine 
whether a dispatch is consistent with approved 
plans, policies, and procedures. Coordinators 
will sign the yellow copy of Form 53 in true name. 

* c. Dispatches which are addressed to 
stations under the cognizance of more than one 
Operations Staff should be coordinated with the 
appropriate Operations Staffs. 


*13 January 1969 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 


110.1 DISPATCH AND POUCH PROCEDURES - con’t 
16. Release 


25X1 A 


25X1 A 


* a. Chiefs and Deputy Chiefs of Operations 
Staffs are authorized to release dispatches 
within their geographical areas of responsibility. 
Those which transcend the responsibility of more 
than one Operations Staff, raise a question of 
policy, initiate or significantly affect 
activities or projects, commit funds, deny a 
request or disapprove an action or are apt to 
raise a controversy, shall be released by the 
D/CO, DD/CO, or Chief, OC-0. Chief or Deputy 
Chief, OC-SPD will releas e dispatches addressed 

sn^^^o^ernilui^^an^Dy their signature certify, 
that the dispatch: 

(1) Has been properly classified, 
sterilized, addressed, and coordinated. 

(2) Is applicable, appropriate, and 
consistent with approved plans, policies, 
and procedures . 

(3) Is consistent with operational and 
security considerations pertinent to the 
subject matter and to the addressee. 

(4) Is consistent with the limitations 
regarding material which may be sent by 
pouch (see Section I) . 


b. The releasing officer shall sign his true 
name on the yellow copy of Form 53 and his 


pseudonym initials after 


on the 


"FROM" line; except when the releasing officer is 
the same as the signing officer, the initials may 
be omitted. 


17. Security Classification and Group Marking 


Page 14 


a. The appropriate defense classification 
will be stamped or typed at the top and bottom 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX B 


PREPARATION OF 



CORRESPONDENCE 


25X1 A 


I . PREPARATION OF CORRESPONDENCE 

A . Types of Correspondence 

Correspondence to ^^Hpield Stations con- 
sists of the following cat^^^^es: 


Correspondence addressed exclusively to 
^^HPield Stations. 

2. Correspondence addressed to Field 

Stations and other geographical areas. 


25X1 A 


25X1 A 


3. Correspo ndence to DD/P Chiefs of Stations 25X1A 
and Bases within 

B. Format 


Correspondence should be prepared on Dispatch 
Form 53 or Transmittal Manifest, Form 1236, in the 
established format. 


C. Addressee and Originator 

1. The addressee will be the officer in charge 
of the Communications installation, or the Chief 

of Station or Base, as appropriate. 

, 25X1A 

2. Correspondence preD^e^^^JJeadouaj^er^^^ 

exclusively to ||||||||||||||||||||||||||||||||^^ 25X1A 

Field Stations, will indicate "FROM: Chief, 

Washington" . 


Correspondence prepared at Headquarters to 
25X1A ^^^^^ield Stations in the name of the Director of 

Communications will indicate "FROM: 

However, this title will not be use 
rule; rather, it will be used in those instances 


ZOA. I A 


as a genera. 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 


wherein the content of the dispatch would require 
the signature of the Director of Communications as 
an authorizing official of the Agency. 

D. Dispatch Symbols 



2. Correspondence which is prepared in the name 
of the Director of Communications will contain the 
appropriate dispatch symbol and number of the D/CO. 


E. Signature 


Chiefs or Deputy Chiefs of Staffs may sign 
correspondence originated in the name of 

F. Distribution 


The standard procedure established for pre- 
paration of dispatches will be followed. 

G. Coordination/Release 


1. The officer originating a dispatch will 
determine the extent of coordination required con- 
sistent with existing directives and the opera- 
tional and support requirements involved. 

2. will release correspondence 
originated in his name. There is no change in 
correspondence procedures regarding releasing 
authority for dispatches originated in the name 
of the Director of Communications. 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110.1 APPENDIX D 


25X1A 


25X1 A 


OC 

AS 

ES 

FES 

MES 

ADM 

CMS 

CY 

RMS 

CCD 

SCD 

SPD 


* OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 

D/CO, DD/CO, OC~0, OC-EA, OC-P, OC-R&D, OC-NCS 
Africa Staff 
I Americas Staff 
Europe Staff 
Far East Staff 
Middle East Staff 
Administration Staff 

Career Management and Training Staff 
Communications Security Staff 
Records Management Staff 
Covert Communications Division 
Staff Communications Division 
Special Programs Division 



* 13 January 1969 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX E 

OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1. Field Distribution 


Category Symbols 
A 

B 

C 

D 

25X1 A 

E 

F 

Area plus B 

25X1 A 


Distributed To 

All Major OC Field Activities 
and Communications Division, 
OSA 

* Stations which have personnel 
assigned by OC (Does NOT 
include Category A) 

Stations at which Communi- 
cators are other than OC 
personnel (Does NOT include 
Category A or B Stations) 


Cancelled 



An Area Headquarters plus 
all OC manned stations under 
its ju risdiction (e.g., 
^^^■plus B) 


2. Headquarters Distribution 


Category Symbols 


Distributed To 


1 


D/CO, DD/CO, OC-0, OC-EXO, 
OC-RMS 


: * 20 May 1968 
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S-E-C-R-E-T 

110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 APPENDIX E — con't 
2 . Headquarters Distribution - con’t 

Category Symbols Distributed To 


2 

3 

4 

5 

6 

7 

3. Publication Distribution 



Distribution 2 plus Branch 
Chiefs 


Distribution 3 plus Section 
Chiefs 

Distribution to all employees 
at Headquarters 

Each Career Panel, plus DD/CO 
and Chairman of the OC panels 

Special distribution at the 
request of the originator 
(i.e., DDP, DDS, DDI , and/or 
DDS&T) 


25X1 A 
25X1A 


Exceptions to standard distribution category 
symbols occur when distribution of publications are 
made to an established list of addresses. In these 
case^th^addre^ssee line will read; TO; All (i.e., 
25X1A The distribution will then read: 

^^^^^^^^^^^^lolders cy 
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S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS 
110.1 EXHIBIT A 


110. DISPATCHES 


25X1 A 


DISPATCH 


awinciTioN 

S-E-C-E-ti-T 


(If elect 


_ Ch ief . 


VIA TELEPOUCH Is naces^arsd 


paocsssiNO ACTION 


Co mirtu nj- catlong Officer.— 

(Pseudo 1111 .,^.=....= 


HARKED FCa wppiW 

transmission 
HiQEXiHg atquKEO 


Format for Preparing Dlap a-tches PRIORITY (H nece ssary). 


)« KquttM RIFEAEKEt 

For Information Only 


■-123, dtd. 1 Feb. 1965 b. DIR 12345, dtd. 1 March 1965 


dispatch prepared on Form 53, 
:erl©aved set. "Letterex" paper 


1. This is a samplel 

a Drepunched, 5— part, caA 

may be used for additional copies. Preparation and distribution 
of copies should be held to the minimum. 

2 Use single spacing, with a double space between 
paragraphs and sub-paragraphs. A brief dispatch may be double 
Spaced. 

3. Paragraphs will be iiumbered consecutively and will 
follow the indentation pattern used in this sample. A single 
paragraph dispatch will not be numbered. 

i. While an actual dispatch would require copies as 
described in Section D, paragraph 13, a, this sample dispatch 
includes only the following representative copies: 

a. The original of the official dispatch form 
will be sent to the field. Signature is in pseudonym. 

The carbon copies sent to the field addressees will 
be like the original. 

b. The yellow copy of the dispatch is the 
official record copy. Signatures of the originating, 
coordinating, and releasing officers will appear 
below the solid black line in true name. Other 
Headquarters file copies will be like the official 
record copy, however, they will not ordinarily carry 
the handwritten signature. 


CROSS REFEReXSC TO 

DISPATCH STueOL UD MMBER 

ADM 65-123 


Dat 

e Released 

WHITE 

aKSSIFlUTiaN 

S-E-C-R-E-T 

t:.:. 




25X1 A 
25X1 A 

25X1 A 
25X1 A 


Date Typed 

Distribution: 

1 - OC-RMS (Offlc: 

Record Copy) 

L - OC-A 
L - OC-S 
I - OC-MD 


0RIQINAT1NQ 

"oc-A True Name Signature True Initials 1 6»87 

COORDINATItlQ 


M1E 

OFFICER'S HWe 

ll 

OC-S 


True Name Signature 











RFI FMING 1 

OC-MD 

Date 

Released 

OrriCEP'S SIONKTURE 

True Name Signature 


DISPATCH 


Distribution: 

] - OC-RUS (Offici 
Record Copy) 

1 - OC-A 

1 - OC-S 

1 - OC-MD 



QFFICUrS MME 

ll 

OC-S 


True Name Sienature 










RELEASING 1 

OC-MD 

Released 

OFI'ICER't SIOHATURE 

True Name Signature 

■ DISPATCH 


* 28 Feb 1967 

Date: 29 Nov 1965 Page: 1 

S-E-C-R-B-T 
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S-E-C-R-E-T 

112^ OFFICE OF COMMUNICATIONS ORDERS 




CONTINUATION OF 
mSFATCH 


S-E-C-il-ii-T 


nsMICH Srufix 

ADM 65-12;) 


5. The releasing date of the dispatch Is typed or 
stamped at the lower right of the dispatch. Note that the date 
of preparation is typed at the lower left, below the text of 
the message, on all copies remaining at Headquarters. 

6 . If the dispatch requires more than one page, identify 
the second and succeeding pages by dispatch number as Illustrated 


7. The pseudonym signature of the signing officer of a 
multi-page dispatch will be on the last page of the original. 
® name signatures of the signing, coordinating, and 
officers will be on the first page of the yellow 


official record 


(Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

'Enclosures: 

A. (Brief description), (Number of Copies) 

B. (Brief description), (Number of Copies) 


Distribution: 

Orig & 2 - Addressee, w/encla. A & 

1 - Communications Officer, 

* Dispatches for transmission VIA TELEPOUCH cannot have 
enclosures or attachments. 



25X1 A 


WHITE 

1 S-E-C^-E-T 

530 OM ^AKvlOkit COITPDN, 

S-S-C^-B-T 

YELLOW 

1 *'** Sle ui*l MiaieuifeiTiDN. 

3.S..C-A-E-T 


] ptCheck if 3 "“'•’-O' 

' ' cSACAropage i ) ^ 



rtCback i» 3^" 



BLUE 


Page : 2 


* 

Date : 


28 Feb 1967 

29 Nov 1965 


S-E-C-R-E-T 
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S-E-C-R-E-T 

OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX F 


SENIOR COMMUNICATIONS OFFICER 


Those stations listed below are designated as Senior 
Communications Officer (SCO) and are to be addressed in 
correspondence as follows: 


Senior Communications Officer, 
Senior Communications Officer, 
Senior Communications Officer, 
Senior Communications Officer, 
Senior Communications Officer, 
Senior Communications Officer, 



25X1 A 


Date: 20 May 1968 


S-E-C-R-E-T 
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25X1 A 


OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 EXHIBIT D 





TRAHSHIHAL MAMIFE3T 

N?S 10026 

Ch 1 e f 

FROM 

CPseu^ initials 
Chief, of 

releasing officer 

ITEM NO. 

DESCRIPTION 

REMARKS 

1. 

Frequency and Propagation Chari 

s 3 Cys. 



































1 




Distribution : 



Orig. & 1 - Addressee w/encJ 























1236a 

S-E-C-R-E-T 

{13-47) 

YELLOW 

1236a 

S-E-C-R-E-T 

(13-47) 

YELLOW 

DATE 

20 May 1968 

SI9NATURE OP RELEAIINO OFFICER 

OC-AFD 

1236a 

S-E-C-R-E-T 

YELLOW 


25X1 A 


* 20 May 1968 

• App?o\l!i'ftVffefeali^0V09/03 : CIA-RDP79-00657A00030006000?-^^® ^ 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


2 , Addressee 

a. Usually the addressee will be the 
officer in charge of the communications 
installation and shall be indicated as 
appropriate . 


25X1A 



(2) Communications Officer, City 
(e.g., Communications Officer, 


25X1 A 


(3) Senior Communications Officer, 
Country or State (where such designations 
are authorized, See APPENDIX F) . 



b. Exceptions to the above method of 
addressing dispatches are authorized 
wherever considered more appropriate to 
the OC field component. These exceptions 
will be announced by means of a notice, 

c. In cases where it is necessary to 
address the DDP representative the 
address is Chief of Station, City; 

or Chief of Base, City, 

3 . Information Addressee s 

When copies are to be sent to installa- 
tions other than the action addressee, the 
appropriate designation shall be made in 
the space marked ’’INFO", 


25X1A 


25X1 A 


4 , From 

Enter the cryptonym 
except for and Logistics yuppiy 

Depots^^ (Procedures for the preparation 
of ^^^Hsorrespondence are found in APPENDIX B, 
and Logistics Supply Depots in APPENDIX C) , 


* 20 May 1968 

Date; 29 Nov 1965 


Page : 


25X1A 


25X1 A 


S-E-C-R-E-T 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

5. Subject 


Subjects are to be brief yet specifically 
define the matter discussed. Special indica- 
tors may be used and are to be typed in 
capital letters immediate^ preceding the 
subject. Example: ^^^^^HOvertime Payment - 
Joseph A. DOE. 

6. Action Required/Reference 

a. The indication of "Action Required" 

is optional. If used, write a brief 
statement such as "None," "For Informa- 
tion Only," "See par a below," etc. 

b. References to dispatches shall be 

by number and date. References to cables 
shall be by station or Headquarters 
number and date. They shall be typed 
in the space immediately below "Action 
Required." References may be listed 
one below the other or, to conserve space, 
arrange across the page, 

7 . Processing Block 

The "Processing Block" is for the 
Clandestine Services only and is to be ignored. 

8. Content 


a. Dispatches shall be limited to 
official business. 

b. No more than one specific subject 
will be covered in a dispatch. 


Page : 6 
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office of communications orders 110. DI SPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con’t 

b. Sterilization 


Enclosures are to be prepared in a sterile 
form, following the same procedures for dis- 
patches and other official documents. If 
enclosures cannot be sterilized (received 
from another office already prepared, etc.), 
other appropriate means, such as split 
transmission shall be used. 

c . Listing on Dispatch 

(1) Enclosures will be listed at the 
lower left of the dispatch, two spaces 
below the typed name of the signer, 
with an indication of the number of 
copies of each enclosure, for example: 

Enclosures : 

1. DF Logs (1 copy) 

2. Monitor Logs (2 copies) 

(2) If the text of the dispatch con- 
sists merely of a transmittal sentence 
and a tabulated list of enclosures, it 
will be sufficient to indicate at the 
lower left, below the message, the 
following: 

Enclosures; (number) as stated 
d Fragile Enclosures 


When enclosures require careful handl- 
ing during Headquarters processing and upon 
arrival at their destination, the following 
precautions will be taken: 

(1) The transmittal dispatch will 
clearly indicate the nature of the 
enclosures . 

(2) The enclosures will be placed 


Date: 29 November 1965 Page 9 
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110 . 

110.1 


Page 10 


S-E-C-R-E-T 


DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

DISPATCH AND POUCH PROCEDURES - con't 


in a sealed envelope which will bear the 
dispatch number and the notation "FRAGILE 
ENCLOSURE -- DO NOT FOLD, BEND, STAPLE, 
MARK OR EXPOSE TO LIGHT." This envelope 
will be clipped to the dispatch in such a 
manner as not to damage the contents. 

(3) Fragility of the enclosures will be 
noted in the listing on the pouch manifest 
and on the innermost pouch wrapper by 
OC-A/RMB . 

e. Separate Cover Enclosures 


(1) The notation "UNDER SEPARATE COVER" 
or "USC” will be typed beside the listing 
of enclosures on the dispatch when the 
enclosures will not accompany the dispatch. 

(2) Separate co ver enclosures do no t 
require a transmittal dispatch when Tor- 
w^ded. This applies also to the' forwarding 
of identities (see Section C) . 

(3) When the dispatch and separate cover 
enclosures are sent to OC-A/RMB under a 
single routing sheet, the forwarding office 
will call specific attention on the routing 
sheet to the fact that the enclosures are 
to be forwarded by separate pouch. 

* (4) Separate cover enclosures to trans- 

mittal manifests or transmittal dispatches 

their field 
OC-A/RMB 

prior to their respective transmitting 
document , 



* 15 June 1969 

Date: 29 November 1965 
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S-E-C-R-E-T 


25X1 A 


OF FICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con ' t 


2. Addressee 


a. Usually the addressee will be the officer 
in charge of the communications installation 
and shall be indicated as appropriate. 


+ (1) Chief, Area, City (e.g., Chief, 



(2) Communications Officer, 

(e.g. , Communications Of f icer , . 

(3) Senior Communications Officer, 
Country or State (where such designations 
are authorized, See APPENDIX F) . 

25X1 A 


b. Exceptions to the above method of address- 
ing dispatches are authorized wherever con- 
sidered more appropriate to the OC field 
component. These exceptions will be announced 
by means of a notice. 



c. In cases where it is necessary to address 
the DDP representative the address is Chief of 
Station, City; or Chief of Base, City. 

3. Information Addressees 


When copies are to be sent to installa- 
tions other than the action addressee, the 
appropriate designation shall be made in the 
space marked "INFO.” 


25X1 A 


25X1 A 
25X1 A 

* 

Date: 


Enter the cryptonym except 

for and Logistics Supply Depots. (Procedures 

for the preparation of ■■§ correspondence are 
found in APPENDIX B, and Logistics Supply Depots 
in APPENDIX C) . 

15 June 1969 

29 November 1965 5 


25X1 A 


S-E-C-R-E-T 
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25X1 A 


110. DISPATCH ES OFFICE OF COMMUNICATIONS ORD ERS 

1101 DISPATCH AND POUCH PROCEDURES - con* t 

5. Subject 


Subjects are to be brief yet specifically 
define the matter discussed. Special indicators 
may be used and are to be typed in capital let- 
ter^^med lately preceding the subject Example: 
Overtime Payment - Joseph A. DOE. 

6. Action Required/Refer ence 

a The indication of "Action Required” is 
optional. If used, write a brief statement 
such as "None," "For Information Only," 

"See para __below," etc. 

b, References to dispatches shall be by 
number and date. References to cables 
shall be by station or Headquarters number 
and date. They shall be typed in the space 
immediately below "Action Required," Ref- 
erences may be listed one below the other 
or, to conserve space, arrange across the 
page 

7. Proce ssing Block 

The "Processing Block" is for the Clandes- 
tine Service only and is to be ignored, 

8 . Conte nt 

a. Dispatches shall be limited to 
official business. 

b No more than one specific subject will 
be covered in a dispatch. 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISP ATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con't 
* 9 . Signature 

The D/CO, DD/CO, OC-0, and Chiefs and Deputy 
Chiefs of Staffs and Divisions, except OC-AFS, 
OC-ES, OC-FES, and OC-MES are authorized to sign 
dispatches. Dispatches originated by the OC 
Operations Staffs will be signed by the OC-0, 
DD/CO, or the D/CO. 


10 . Date 

a. The date the dispatch is prepared will 
be typed by the originating office at the left 
below the text on all Headquarters copies. 


* 


b. The date of actual release (which will 
be the date used whenever referring to a dispatch) 
will be typed or stamped at the right, in the 
space provided by the releasing office. 


11 . Dispatch Symbols and Numbers 

a. Dispatches will be numbered with the 
appropriate Division or Staff symbol (as follows) , 
followed by the last two digits of the current 
year, and numerical series beginning with 001. 

On 1 January of each year, the numerical series 
will revert to 001. Example: ADM 69-001. 


COMPONENT 

D/CO 

DD/CO 

Executive Assistant 
Special Assistant for 
and Development 
Special Assistant for 
Chief of Operations 
Africa Staff 
Americas Staff 
Europe Staff 
Far East Staff 
Middle East Staff 


DISPATCH 



OC 


OC 


OC 

Research 

OC 

NCS 

OC 


OCO 


OCO 



OCO 

OCO 


25X1 A 


* 17 March 1969 

Date: 29 November 1965 


Page 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 DISPATCH AND POUCH PROCEDURES - con't 


* COMPONENT DISPATCH 


Administration Staff ADM 

Career Management and Training 

Staff CMS 

Communications Security Staff CY 

Program Coordination Staff OC 

Records Management Staff RMS 

Covert Communications Division CCD 

Special Programs Division SPD 


25X1A 


b. The originator of a dispatch will obtain 
the appropriate number from the respective Divi- 
sion or Staff registry. If, after a number has 
been obtained, a dispatch should be cancelled, 
the issuing Division or Staff is to be notified 
immediately . 

c. Should the same number be assigned to 
two separate dispatches .» the issuing Division or 
Staff will rectify the error as follows: 

(1) If the dispatch has not been 
pouched, a new number will be assigned to 
the dispatch bearing the latest date. 

(2) If the dispatch has been pouched, 
the dispatch bearing the latest datp will 
be amended by the addition of the letter 
"A" (e.g., ADM 65-001 becomes ADM 65-001-A) . 
In this case the Division or Staff con- 
cerned will be responsible for notifying 
the field. 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con ' t 

APPENDIX D. Multiple station dispatch instruc- 
tions are contained in Section F . 

(3) If appropriate that field recipi- 
ents be aware of Headquarters distribution, 
the Headquarters Distribution Category Sym- 
bol will be used (see APPENDIX D) . 

c. Headquarters Distribution 

The listing of Headquarters offices 
receiving distribution will be shown at the 
lower left of the dispatch copies retained 
at Headquarters. 

14 . Originator 

The originating officer shall sign his true 
name on the yellow copy of Form 53. 

15 . Coordination 

a . OC Originated Dispatches 

(1) The originator of a dispatch shall 
determine the extent of coordination required, 
consistent with geographic, operational, and 
support considerations. 

(2) Coordinating officers, within their 
spheres of responsibility, shall determine 
whether a dispatch is consistent with approved 
plans, policies, and procedures. Coordinators 
will sign the yellow copy of Form 53 in true 
name . 

* (3) Dispatches shall be coordinated with 

the appropriate Operations Staff. Dispatches 
addressed to more than two OC areas need not 
be coordinated with the OC Operations Staffs. 

^ b . Non-OC Originated Dispatches 

In instances where coordination is sought 
on dispatches originated outside OC, the OC 
contact point will insure that formal coordi- 
nation is also effected with other OC Divisions 
and/or Staffs as appropriate. 


* 17 March 1969 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 


110.1 DISPATCH AND POUCH PROCEDURES - con’t 


16. Release 


* a. All dispatches and transmittals will be 
released by the D/CO, DD/CO, or OC-0. Those 
which raise a question of policy, initiate or 
significantly affect activities or projects, 
deny a request or disapprove an action or are 
apt to raise a controversy, shall be prepared 
for the signature of the D/CO and shall normally 
be released by the D/CO or DD/CO. Chief or 
25X1 A Deputy Chief ,^OC-SPD^w^^^re^a^ dispatches 

and 

Deputy Chief release 

patches addresse^t^^^^^n^miaer their cogni- 
zance. Releasing officers shall determine, and 
by their signature, certify that the dispatch: 

(1) Has been properly classified, 
sterilized, addressed, and coordinated. 

(2) Is applicable, appropriate, and 
consistent with approved plans, policies, 
and procedures. 

(3) Is consistent with operational and 
security considerations pertinent to the 
subject matter and to the addressee. 

(4) Is consistent with the limitations 
regarding material which may be sent by pouch 
(see Section I) . 


b. The releasing officer shall sign his true 
name on the yellow copy of Form 53 and his pseudo- 
nym initials after on the "FROM" 

line; except when th^re^as^ig officer is the same 
as the signing officer, the initials may be omitted. 


17 . Security Classification and Group Marking 

a. The appropriate defense classification 
will be stamped or typed at the top and bottom 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110,1 APPENDIX B 


PREPARATI ON OF CORRE SPONDENCE 

I . PREPARATION OF CORRESPONDENCE 

A. Types of Correspondence 

Correspondence to^^^Hpield Stations consists of 
the following categor^^^^ 

1 5 Correspondence addressed exclusively to 
Field Stations. 

2. Correspondence addressed to Field 

Stations and other geographical areas. 

3. Correspondence to DD/P Chiefs of Stations 
and Bases within 

B» Format 


Correspondence should be prepared on Dispatch Form 
53 or Transmittal Manifest, Form 1236a, in the established 
format . 


C. Addressee and Originator 


1. The addressee will be the officer in charge of 
the Communications installation, or the Chief of Station 
or Base, as appropriate. 

2. CorrespondencepreparedatHeadquarters , addressed 

t o Field 

will indicate ’TPRol^^^^^^^^^^^^^^Wasnington" . 

3. Correspondence prepared at Headquarters to 

Field Stations in the name of the Directo r of Communica- 
tions will indicate "FROM : . However, 

this title will not be used as a general rule; rather, 
it will be used in those instances wherein the content 
of the dispatch would require the signature of the 
Director of Communications as an authorizing official 

of the Agency , 


Date: 29 November 1965 
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25X1 A 


110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 APPENDIX B - con^t 

D. Dispatch Sy mbols 

* 1. Correspondence which is prepared in the name of 


2. Correspondence which is prepared in the name of 
the Director of Communications will contain the appropriate 
dispatch symbol and number of the D/CO. 

E . Signature 

25X1A ♦ Chiefs or Deputy Chiefs of Staffs or Divisions may 

sign correspondence originated in the name of Chief, 


F. Distribution 


The standard procedure established for preparation 
of dispatches will be followed. 

G. Coordination/Release 


1. The officer originating a dispatch will determine 
the extent of coordination required consistent with 
existing directives and the operational and support 

25X1A requirements involved. 

2. will release correspondence 
originated in his name. There is no change in correspon- 
dence procedures regarding releasing authority for 
dispatches originated in the name of the Director of 
Communications. 


Page 2 


* 13 January 1969 

Date: 29 November 1965 


S-E-C-R-E-T 


Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 





Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 

S-E-C-R-E-T 

OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX A 

DISPATCH AND POUCH SECURITY GUIDE 


1, In order to provide Office of Communications 
personnel with guidance for the preparation of communica- 
tions to be forwarded pouch channel, 

excerpts of pertinent are quoted below. 


2. "Cryptonyms, pseudonyms, or identity designators 
will be used for: 


a. ^^^^^|agencies , officials, or installa tions 
having sensitive operational relationships with 

b. ’Foreign officials or installation^hav^g 
sensitive operational relationships with^^^^H, 

c. ’Foreign or domestic associations, business 
organizations, political organizations, or publications 
having sensitive operational relationships with^^^^H. 

d. ’Geographic locations, places, or area when 
the relationship or activity under discussion is 
sensitive . 

e. ’Special over-all subject matters where required 
by particular sensitivity. 

’NOTE: interprets the above to apply 

also to sensitive targets and other reports such 
as descriptions of audio operations, defector 
operations, PM, and other penetration operations 
25X1A into denied areas, and the like. 


25X1A 

25X1 A 

25X1A 
25X1 A 

25X1A 


25X1A 
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110.1 APPENDIX A - con't 


25X1 A 
25X1A 


g. 'Agent-type personnel (including staff agents, 
career agents, contract agents, and field agents) 

and indiv^ua^^^ving sensitive operational relation- 

h. com ponents thereof, except those 
subordinate elements of |mi|^|for which no cryptonyms 
are in effect. 


25X1A 


i . ' Cover^^^l 

title is desirable. 


installations 


where 


a short 


j. ’Cover programs, projects, or operations." 

3 . Biographic Information 

* a. "HIS’s, PRQ’s, or other questionnaire forms 
containing biographic data will be transmitted as 
a separate cover enclosure by true name pouch. 

'NOTE: The section of a PHS or of a 

biographic profile dealing with an employee's 
Agency training and job history within the 
Agency may be included in or with the trans- 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment . 


b. ’Biographic information not in questionnaire 
form will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history," 
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4. Use of Code Designations 


25X1 A 


25X1A 


25X1 A 


a. "The fact that a code designation for a 

entity is available does not mean 
ths^^^^^Ruld be used in every instance. Code 
designations will be used only when disclosure of 
the true identity of persons, organizations, or 
activities would reveal covert or^^r^^ive 
relationships in connection with or when 

such disclosure wouldbet^rmf ul o^oetrimental 
to the interests of^|^^|or the persons, 
organizations, or activities concerned." 

b. "Code designations and the true identities 
thereof will not be transmitted to and from the 
field in the ¥ame cable, dispatch, or pouch." 

c. "Cryptonyms and pseudonyms will not be 
used in communications when their true meaning 
is clearly deducible from the content of the 
message. (In the event that a communications 
cannot be worded in such a manner to eliminate 
revealing words or phrases, identity designa- 
tors will be used in place of cryptonyms and 
pseudonyms . ) " 

d. "Aliases will not be used in communica- 
tions between Headquarters and the field. 

'NOTE; Since aliases are used overtly, 
they should be regarded and treated as true 
names. Thus, aliases may be sent to and 
from the field as separate cover attachments 
so that Headquarters will be aware of their 
use and be able to card them, but individuals 
should not be referred to by alias in a 
dispatch as a means of identifying an 
individual any more that you would use any 
other sensitive true name (such as that of 
an Agency employee or a sensitive target 
tpue name) . " 

5, Enclosures 

"All enclosures to a dispatch will be 
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prepared on plain paper without 


watermark . 


'NOTE: This requirement is made to allow: 


(1) plausible denial of 
and (2) passage to personne 
interest should the occasion arise and the 
contents permit it.” 


^^interest , 
u^itting of that 


6 . True-Name Material 

a. "Material which by its very nature must 
contain the true names of ^^^^Kersonnel or of 
persons, organizations, pla^^^^^c., hav ing 
sensitive operational relationships with 
will be transmitted to the field (as set Tortn) 
below. 


'NOTE: The indicator does not 

authorize indiscriminate use of true names in 
correspondence with the field." 

b. "True-name material will not be included 
in or attached to a dispatch, but will be sent 
as a separate cover enclosure to a transmittal 
dispatch . " 

c. "The transmittal dispatch will be signed, 
as in any other case, in pseudonym." 

d. "True-name material will always constitute 
a separate pouch; it will not be included in a 
pouch containing sterilized material, nor will it 
be included in the same pouch with its transmittal 
dispatch, or any other dispatch, or any material 
which would identify the pouch as having originated 
in this Agency." 

e. "A true-name pouch will not be used for 
the transmission of unsterilized material except 
as outlined aboVe." 


25X1A 
25X1 A 


25X1 A 
25X1A 

25X1 A 
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110,1 APPENDIX 

OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1, Field Distribution 


Category Symbols 


A 


B 


C 


D 

E 

F 

Area plus B 


Distributed to 


All Major OC Field Activi- 
ties and Communications 
Division, OSA 

Stations which have per- 
sonnel assigned by OC (Does 
NOT include Category A) 

Stations at which Communi- 
cators are other than OC 
personnel (Does NOT include 
Category A or B stations) 

Cancelled 


Activities 

An Area Headquarters plus 
all OC manned stations 
under i ts jur isdiction 
(s-g') ^^^^|plus B) 


25X1 A 

25X1 A 

25X1 A 


2. Headquarters Distribution 


Category Symbols 


Distributed to 


1 


D/CO, DD/CO, OC-0, OC-EXA, 
OC-RMS 
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110.1 APPENDIX con't 

2. Headquarters Distribution - con't 


Category Symbols 


2 


3 

4 

5 

6 

7 


3. Publication Distribution 


D istr ibuted to 
Distribution 1 plus Staff 


cations Division, OSA . 

Distribution 2 plus Branch 
Chiefs 

Distribution 3 plus Section 
Chiefs 

Distribution to all employees 
at Headquarters 

Each Career Panel , plus DD/CO 
and Chairman of the OC panels 

Special distribution at the 
request of the originator 
(i.e., DDP, DDS , DDI , and/ 
or DDS&T) 


Exceptions to standard distribution category symbols 
occur when distribution of publications are made to an established 
list of addresses. In these c ases the addressee line will 
read: TO: All (i holders) . The distribution will 

then read: (i.e., ^^^^^^^^B-ders 1 cy each. 


25X1A 
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25X1 A 


2 . Addressee 

a. Usually the addressee will be the officer 
in charge of the communications installation 
and shall be indicated as appropriate. 

ea, City (e.g., Chief, 


25X1 A 


25X1 A 


b. Exceptions to the above method of address- 
ing dispatches are authorized wherever con- 
sidered more appropriate to the OC field 
component. These exceptions will be announced 
by means of a notice. 

c. Ip cases where it is necessary to address 
the DDP representative the address is Chief of 
Station, City; or Chief of Base, City. 

3 . Information Addressees 

When copies are to be sent to installa- 
tions other than the action addressee, the 
appropriate designation shall be made in the 
space marked ’'INFO". 

* 4. From 

25X1A 

Enter the cryptonym except for 

Office of Logistics Supply Depots. (Procedures for 

the preparation of Logistics Supply Depots are in 
APPENDIX C) . 

* 8 September 1969 
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(2) Communications Officer, City 
(e.g.. Communications Officer, 

(3) Senior Communications Officer, 
Country or State (where such designations 
are authorized, See APPENDIX F) . 
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110.1 DISPATCH AND POUCH PROCEDURES - con’t 

5 . Subj ect 

Subjects are to bb brief yet specifically 
define the matter discussed. Special indicators 
may be used and are to be typed in capital let- 

mediately preceding the subject. Example: 
Overtime Payment - Joseph A. DOE. 

6 . Action Required/Reference 

a. The indication of "Action Required" is 
optional. If used, write a brief statement 
such as "None", "For Information Only", 

"See para b elow", etc. 

b. References to dispatches shall be by 
number and date. References to cables 
shall be by station or Headquarters number 
and date. They shall be typed in the space 
immediately below "Action Required". Ref- 
erences may be listed one below the other 
or, to conserve space, arrangpd across the 
page. 

7 . Processing Block 

The "Processing Block" is for the Clandes- 
tine Service only and is to be ignored. 

8. Content 


ters i 



a. Dispatches shall be limited to 
official business. 

b. No more than one specific subject will 
be covered in a dispatch. 
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APPENDIX D. Multiple station dispatch instruc- 
tions are contained in Section F. 

(3) If appropriate that field recipi- 
ents be aware of Headquarters distribution, 
the Headquarters Distribution Category Sym- 
bol will be used (see APPENDIX D) . 

c. Headquarters Distribution 

The listing of Headquarters offices 
receiving distribution will be shown at the 
lower left of the dispatch copies retained 
at Headquarters. 

14 . Originator 

The originating officer shall sign his true 
name on the yellow copy of Form 53. 

15 . Coordination 

a. PC Originated Dispatches 

(1) The originator of a dispatch shall 
determine the extent of coordination required, 
consistent with geographic, operational, and 
support considerations. 

(2) Coordinating officers, within their 
spheres of responsibility, shall determine 
whether a dispatch is consistent with approved 
plans, policies, and procedures. Coordinators 
will sign the yellow copy of Form 53 in true 
name . 

* (3) Dispatches shall be coordinated with 

the appropriate Operations Staff. Dispatches 
addressed to more than two OC areas need not 
be coordinated with the OC Operations Staffs. 

* b. Non-OC Originated Dispatches 

In instances where coordination is sought 
on dispatches originated outside OC, the OC 
contact point will ensure that formal coordi- 
nation is also effected with other OC Divisions 
and/or Staffs as appropriate. 
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25X1 A 


16 . Release 

* a. All dispatches and transmittals will be 

released by the D/CO, DD/CO, or OC-0. Those 

which raise a question of policy, initiate or 

significantly affect activities or projects, 

deny a request or disapprove an action or are 

apt to raise a controversy, shall be prepared 

for the signature of the D/CO and sh^^^ormally 

be released by the D/CO or DD/CO. ^^^^|will 25X1 A 

release dispatches addressed to st^^^^^s under 

their cognizance. Releasing officers shall 

determine, and by their signature, certify that 

the dispatch: 

(1) Has been properly classified, 
sterilized, addressed, and coordinated. 

(2) Is applicable, appropriate, and 
consistent with approved plans, policies, 
and procedures. 

(3) Is consistent with operational and 
security considerations pertinent to the 
subject matter and to the addressee. 

(4) Is consistent with the limitations 
regarding material which may be sent by pouch 
(see Section I ) . 

b. The releasing officer shall sign his true 
name on the yellow copy of Form 53 and his pseudo- 
nym initials after on the "FROM" 

line; except when tn^r^l^^i^i^^ officer is the same 
as the signing officer, the initials may be omitted. 

17 . Security Classification and Group Marking 

a. The appropriate defense classification 
will be stamped or typed at the top and bottom 
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of each page of all copies of a dispatch and 
its enclosures. If typed, capital letters 
separated by hyphens will be used, as S-E-C-R-E-T. 
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b. The notation ’’GROUP 1 - Excluded from 
Automatic Downgrading and Declassification" 
shall be stamped, or in the case of 
reproduction master, typed adjacent to 
the classification at the bottom of the 
first page of each copy. 

18 . P riority and Telepouch Indicators 

a. The indicator Priority is to be used 
only for dispatches considered to be of 
such an urgent nature as to warrant 
interruption of routine dispatch process- 
ing. The indicator PRIORITY should be 
typed in capital letters just under the 
processing block. Form 160 (Priority 
Tag) should be attached to the covering 
Routing and Record Sheet. 

b. Dispatches prepared for telepouch 
are considered of such an urgent nature 
as to warrant transmission by electrical 
means. The phrase VIA TELEPOUCH should be 
inserted in the "TO": and/or "INFO:" line 
immediately following each addressee requir- 
ing electrical transmission. Consult OC-RMS 
for detailed information of preparation of 
telepouches and stations which have an Office 
of Communications telepouch channel. 

E. SENSITIVE DOCUMENTS 

* 1. RYBAT operational dispatches will be 
prepared, coordinated, and released as a 
regular dispatch. The sensitivity indicator 
will be stamped below the defense classifica- 
tion at the top and bottom of each page. 

2. Personnel RYBATS will normally be originated 
by OC-A and released by the D/CO. The official 
record copy of personnel RYBATS will be filed in 
OC-A and a dummy dispatch indicating addressees, 
subject, and dispatch number will be prepared 
for OC-RMS files. 
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3, Sensitive dispatches will be enveloped and 
delivered to OC-RMS Sensitive Document Unit for 
processing . 

F. MULTIPLE STATION DISPATCHES 

lo A dispatch addressed to four (4) or more stations 
constitutes a multiple station dispatch. These dis- 
patches are to be prepared on Form 53 and 53a in 
the same format as a regular dispatch (See EXHIBIT C), 
except the addressee line will be left blank for 
later insertion of actual addressees. Category 
symbol (s) for standard field distribution patterns 
shall be used to inform addressees of other field 
recipients when applicable. 

2. The original and yellow copies of Form 53 and 
53a will be sent to PSD with a Printing Services 
Requisition, Form 70b, attached indicating the number 
of copies to be reproduced for each copy. 

3. The complete list of addressee stations will 
appear only on/or attached to the official record 
copy. The originator is responsible for entering 
the addressees, assuring that proper distribution 
is indicated, that collation is completed, and that 
proper number of copies are assembled for forwarding 
to addressees. 

4. Multiple station dispatches are to be released 
in accordance with the provision of Section D, 16. 

G. TRANSMITTAL MANIFES T 

* 1. In order to eliminate unnecessary paper work, 

the use of Form 1236a, Transmittal Manifest (EXHIBIT D) 
is encouraged as a substitute for a transmittal dis- 
patch when the material being forwarded requires 
minimum explanation or directions. The transmittal 
manifest will show the quantity of each item being 
transmitted . 

2. The transmittal manifest shall be prepared 
in a sterile form and in the same manner 
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110 . DISPATCHES 


OFFICE OF CdMJNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1. Field 

Category Symbols 
A 

A CD 


A (2) 

B 

B (1) 

B (2) 


C 


D 


Distributed To 


Office of Communications Field Areas 

OfficeofCOTmumicatio^ Field Areas, 

Activity , 

and cSumicat^i^J^^S ion , OSA 

rr>Tmmir<i ra-t-i nn<? Of fn CRTS 


Stations which have personnel 
assigned by Office of Communications 

Soviet Bloc Denied Area Stations 

Stations which have Office of Com- 
munications personnel receiving 
limited correspondence 

Stations at which Communicators _ are 
other than Office of Commuirications 
personnel, except for those stations 
listed under distribution D 


Stations at which Communicators are 
other than Office of Communications 
personnel receiving limited corres- 
pondence forwarded to or reviewed 
by another field station or area 
headquarters. Generally, these 
stations are restricted in their 
operations , and cannot originate 
or receive traffic or correspondence 
from any location external to the 
country in which they operate. 
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OFFICE OF CONMJNICATIONS ORDERS 


Category Symbols 
E 

F 

G 

2 . Headquarters 
Category Symbols 
1 


2 


3 

4 

5 

6 


7 


Distributed To 

25X1 A 


Field Orders Manual Holders 


Distributed To 

Director o£ Conmunications , Deputy 
Director o£ Communications, Chie£ o£ 
Operations, Executive Assistant, OC-P, 
and OC-RMS 

Distribution 1 plus Sta££ and Division 

^l^^l^l^^l^l^l^^^^lTimunica- 

tions Division, OSA 

Distribution 2 plios Branch Chie£s 

Distribution 3 plus Section Chie£s 

Distribution to all 0££ice o£ Com- 
munications personnel at Headquarters 

Special distribution at the request 
o£ the originator, (i.e., DD/P, DD/I, 
DD/S, and/or DD/S§T, etc.) 

0££ice o£ Communications Orders 
Manual Holders 
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*110.1 APPENDIX D - con*t 
3. Publication Distribution 

Exceptions to standard distribution category symbols occur when distri- 
bution of publications are made to an established list of addresses. In 
these cases the addressee line will read'^^^^^All (i.e. , ^^^^Biolders) . 
The distribution will then read; holders 1 cy each. 
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110.1 APPENDIX D 

OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 
OC D/CO, DD/CO, OC-0, OC-EXO, OC-P 

AD Americas Division 

AFD Africa Division 

ASD Asia Division 

ED Europe Division 

MD Middle East Division 

ADM Administration Staff 

*ATS Applied Technology Staff 

*CMS Career Management and Training Staff 

CY Communications Security Staff 



ENG Engineering Staff 


OS Operations Support Staff 

RMS Records Management Staff 

SP Special Programs Staff 

T Telecommunications Staff 
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110.1 APPENDIX D 


OC 
AD 
AFD 
ASD 
ED 
MD 
ADM 
♦ CY 
ENG 
OS 
RMS 


OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 
D/CO, DD/CO, OC-0, OC-EXO, OC-P 
Americas Division 
Africa Division 
Asia Division 
Europe Division 

Middle East Mediterranean Division 
Administration Staff 
Communications Security Staff 
Engineering Staff 
Operations Support Staff 
Records Management Staff 



SP Special Programs Staff 

T Telecommunications Staff 
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OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 

OC D/CO, DD/CO, OC-0, OC-EXO, OC-P 

AD Americas Division 

AFD Africa Division 

ASD Asia Division 

ED Europe Division 

MD Middle East Mediterranean Division 

ADM Administration Staff 

CY Security Staff 

ENG Engineering Staff 

OS Operations Support Staff 

RMS Records Management Staff 



SP Special Programs Staff 

T Telecommunications Staff 
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110,1 DISPATCH AND POUCH PROCEDURES 
A . GENERAL 


This Order prescribes procedures for the prepara- 
tion and forwarding of di sna tnhes and other dncimients 


to field installations 
channel . 



pouch 


B. DEFINITIONS 


1 . Dispatch 

A dispatch is an official, written, sterilized 
communication transmitted by pouch. 

2 . Pouch 

A pouch consists of a series of envelopes or 
wrappings, enclosing dispatches or other official 
material appropriately addressed to effect trans- 
mission through secure channels between Head- 
quarters and a field installation. 


25X1A 


*3 , 



is the special indicator assigned 
to the Office of Communications pouch channel. 
The channel is limited to correspondence and 
other material dealing with: (a) cryptography; 
and (b) the technical operation and administra- 
tion of the Agency communications system. The 
channel is not cleared for COMINT 

material . 


4, 


CRYPl’O 


The indicator CRYPTO is used to identify 
Office of Communications material dealing with 
sensitive cryptographic topics. Correspondence 
in this category relates to or contains substan- 
tive information on key generation methods for 
staff cryptosystems; cryptanalytic evaluation of 


25X1 A 


25X1 A 


25X1 A 
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110.1 DISPATCH AND POUCH PROCEDURES - con't 


staff keying material and cryptosystems; vulner- 
abilities of cryptographic and related equipment; 
violations of cryptosecurity which would lead to 
cryptanalytic exploitation. This applies also to 
communications security matters relating to other 
U.S. government agencies and foreign governments. 


a. Contents of the 
will include: 



ouch 


(1) Dispatches on subjects designated 
CRYPTOGRAPHIC . 


(2) Actual keying material (pads, tapes, 
keylists, etc.) and covering dispatches. 

*(3) Registered cryptographic material, 
devices and documents (whether or not a 
cryptographic clearance is required for 
access thereto) , and their cover 
dispatches . 

*(4) Any ’’Cryptographic Clearance 
Required” correspondence material . 

b. CRYPTO pouches are prepared by the Office 
of Communications, Security Staff. 

5. Sensitivity Indicators 


RYBAT and KAPOK are sensitivity indicators 
used to ensure special handling, restricted 
distribution, and maximum security of sensitive 
operational and administrative dispatches. 

a. RYBAT is used when a dispatch contains 
matter which affects high policy, or concerns 
administrative, personnel or operational 
matters of such sensitivity that initial 
cognizance should be limited to the Office of 
Communications Area Chief, or a Chief of a 
DDP Station or Base. 
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* 

Date 


OF COMMUNICATIONS ORDERS 


110, DISPATCHES 


b. KAPOK is used when a dispatch contains 
sensitive operational matter which requires 
limited distribution and restricted handling. 


C. SECURITY 

1, Dispatches shall be written in such a way as 
to prevent the disclosure of sensitive information to 
unauthorized persons. To a certain extent this can be 
achieved by care in writing the dispatch, omitting 
unessential information and recasting or paraphrasing 
that which must be included. Cryptonyms and 
pseudonyms shall be used as necessary. They shall 
not be used in conjunction with their true names or 
with other information which tends to reveal or 
confirm their true identities. If a cryptonym or 
pseudonym does not exist, or if the meaning of the 
cryptonym or pseudonym would be apparent from the 
context, reference shall be made instead to: 'Identity 
A" "Identity B" , etc. In this case, the true name 
corresponding to the identity reference shall be sent 
bv separate cover enclosure or if necessary by cable. 
The true name of the Agency or of distinctive com- 
ponents of the Agency shall never be used in a 
dispatch. Reference shall not be made in true name 
to the U.S. Government or to elements thereof, 

2. True names of Agency employees shall not be 
used in dispatches, 

3, Biographic information which would identify 
staff or agent personnel, or prospective personnel, 
shall be transmitted by separate cover enclosure in 
which the true name, pseudonym, cryptonym, or social 
security number of the individual shall not appear. 

In the related dispatch, the individual shall be 
referred to by pseudonym, cryptonym, or identity 
designator, as appropriate. If an identity designator 
is used, the name corresponding to the designator 
shall be given in a separate cover enclosure. 


17 March 1967 
29 Nov 1965 

S-E-C-R-E-T 


Page 3 


Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 



Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 


S-E-C-R-E-T 


110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

4, The provisions in subparagraphs Q, 1, 
through C„ 3., above apply also to transmittal 
manifests (See Section G) , 


5. A document which must refer to an Agency 
employee in true name, as a W-2 Form,, or an 
enclosure giving the identity corresponding to 
an identity designator, shall be forwarded as 
a separate cover enclosure. True names must 
be preceded by proper courtesy" ’t I'i'le - Mr , “ 

Mrs., or Miss as opposed to ps eudonyms in which 

the last name will always “Fe' typed in caoita'l 

letters , ^ 


6, In addition to the above measures, highly 
sensitive documents should be separated into odd 
and even pages or cut vertically into two or 
more sections, each group of pages or sections 

to be forwarded separately. 

7, Excerpts of pertinent Agency regulations 
governing the above, and additional dispatch and 
pouch security considerations are attached as 
APPENDIX A, 

8, Questions concerning dispatch and pouch 
security shall be referred to the OC-Records 
Management Staff. 

D . PREPARATION OF DISPATCHE S 

1. Format 


Dispatches will be prepared on Form 
53 (See EXHIBIT A) , except those sent to stations 
where special considerations are in effect. For 
second and succeeding pages. Form 53a will be used. 
Courtesy copies may be prepared on "Letterex" paper. 
(For multiple station dispatches see paragraph F.) 
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b. The notation "GROUP 1 ~ Excluded from 
Automatic Downgrading and Declassification" 
shall be stamped, or in the case of 
reproduction master, typed adjacent to 
the classification at the bottom of the 
first page of each copy. 

18. Priority and Telepouch Indicators 


a. The indicator PRIORITY is to be used 
only for dispatches considered to be of 
such an urgent nature as to warrant 
interruption of routine dispatch process^ 
ing. The indicator PRIORITY should be 
typed in capital letters Just under the 
processing block. Form 160 (Priority 
Tag) should be attached to the covering 
Routing and Record Sheet, 

b. Dispatches prepared for telepouch 
are considered of such an urgent nature 
as to warrant transmission by electrical 
means. The phrase VIA TELEPOUCH should be 
inserted in the "TO;" and/or "INFO;" line 
immediately following each addressee requir- 
ing electrical transmission. Consult OC-RMS 
for detailed information of preparation of 
telepouches and stations which have an Office 
of Communications telepouch channel. 

E . SENSITIVE DOCUMENTS 

1. RYBAT or KAPOK operational dispatches will 
be prepared, coordinated, and released as a 
regular dispatch. The appropriate sensitivity 
indicator will be stamped below the defense 
classification at the top and bottom of each page. 

2. Personnel RYBATS will normally be originated 
by OC~A and released by the D/CO. The official 
record copy of personnel RYBATS will be filed in 
OC-A and a dummy dispatch indicating addressees, 
subject, and dispatch number will be prepared 
for OC-RMS files. 

* 28 Feb 1967 
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3. Sensitive dispatches will be enveloped and 
delivered to OC-RMS Sensitive Document Unit for 
processing = 

^ * multiple station dispatches 

1. A dispatch addressed to four (4) or more stations 
constitutes a multiple station dispatch. These dis- 
patches are to be prepared on Form 53 and 53a in 

the same format as a regular dispatch (See EXHIBIT C) , 
except the addressee line will be left blank for 
later insertion of actual addressees. Category 
symbol (s) for standard field distribution patterns 
shall be used to inform addressees of other field 
recipients when applicable, 

2. The original and yellow copies of Form 53 and 
53a will be sent to PSD with a Printing Services 
Requisition, Form 70b, attached indicating the number 
of copies to be reproduced for each copy. 

3. The complete list of addressee stations will 
appear only on/or attached to the official record 
copy. The originator is responsible for entering 
the addressees, assuring that proper distribution 
is indicated, that collation is completed, and that 
proper number of copies are assembled for forwarding 
to addressees. 

4. Multiple station dispatches are to be released 
in accordance with the provision of Section D, 16. 

G, TRANSMITTAL MANIFEST 

* 1. In order to eliminate unnecessary paper work, 

the use of Form 1236a, Transmittal Manifest (EXHIBIT D) , 
is encouraged as a substitute for a transmittal dis- 
patch when the material being forwarded requires 
minimum explanation or directions. The transmittal 
manifest will show the quantity of each item being 
transmitted „ 

2. The transmittal manifest shall be prepared 
in a sterile form and in the same manner 
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2 . Addressee 

a. Usually the addressee will be the 
officer in charge of the communications 
installation and shall be indicated as 
appropriate . 


(1) Chief, Area, City (e.g.. 



(2) Communications Officer, City 

25X1A (e.g.. Communications Officer, 

(3) Senior Communications Officer, 
City (where such designations are 
authorized) . 



b. Exceptions to the above method of 
addressing dispatches are authorized 
wherever considered more appropriate to 
the OC field component. These exceptions 
will be announced by means of a notice. 

c In cases where it is necessary to 
address the DDP representative the 
address is Chief of Station, City; 
or Chief of Base, City. 


3 . Information Addressees 

When copies are to be sent to installa- 
tions other than the action addressee, the 
appropriate designation shall be made in 
25X1A the space marked "INFO". 


4 . From 


25X1A 

25X1 A 


Enter t he c ryptonym 

T j- 


cept for 
pply Dep 
ration of 



and Logistics 
(Procedures for the pre- 
oorrespondence are found 


25X1A 
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in APPENDIX R, and 

Logistics Supply Depots in APPENDIX C.) 

5 , Subject 


25X1A 


Subjects are to be brief yet specifically 
define the matter discussed. Special indica- 
tors may be used and are to be typed in 
capital letters immed^^g^ preceding the 
subject. Example: J^^^^Overtlme Pay- 
ment - Joseph A, DO^^^^^™ 

6 . Action Required/Reference 

a. The indication of "Action Required" 

is optional. If used, write a brief 
statement such as "Hone", "For Informa- 
tion Only", "See para below", etc. 

b. References to dispatches shall be 

by number and date. References to cables 
shall be by station or Headquarters 

number and date. They shall 
b^typed in the space immediately below 
"Action Required". References may be 
listed one below the other or, to 
conserve space, arranged across the 
page . 

7 . Processing Block 

The "Processing Block" is for the 
Clandestine Services only and is to be 
ignored. 

8 . Content 

a. Dispatches shall be limited to 
off ic ial bus iness . 

b. No more than one specific subject 
will be covered in a dispatch. 


25X1 A 
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b„ The notation "GROUP 1 ^ Excluded from 
Automatic Downgrading and Declassification" 
shall be stamped, or in the ease of 
reproduction master, typed adjacent to 
the classification at the bottom of the 
first page of each copy, 

18 , Priority and Telepouch Indica t ors 

a. The indicator PRIORITY is to be used 
only for dispatches considered to be of 
such an urgent nature as to warrant 
interruption of routine dispatch process- 
ing, The indicator PRIORITY should be 
typed in capital letters just under the 
processing block. Form 160 (Priority 
Tag) should be attached to the covering 
Routing and Record Sheet, 

b. Dispatches prepared for telepouch 
are considered of such an urgent nature 
as to warrant transmission by electrical 
means. The phrase VIA TELEPOUCH should be 
inserted in the "TO;" and/or "INFO:" line 
immediately following each addressee requir- 
ing electrical transmission. Consult OC-RMS 
for detailed information on preparation of 
telepouches and stations which have an Office 
of Communications telepouch channel. 

® “ SENSITIVE DOCUMENT S 

1. RYBAT or KAPOK operational dispatches will 
be prepared, coordinated, and released as a 
regular dispatch. The appropriate sensitivity 
indicator will be stamped below the defense 
classification at the top and bottom of each page. 

2. Personnel RYBATS will normally be originated 
by OC-A and released by the D/CO. The official 
record copy of personnel RYBATS will be filed in 
OG-A and a dummy dispatch indicating addressees, 
subject, and dispatch number will be prepared 
for ^OC-RMS files. 
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3. Sensitive dispatches will be enveloped and delivered 
to OC-RMS Sensitive Document Unit for processing. 

F. MULTIPLE STATION DISPATCHES 

1. A dispatch addressed to four (4) or more stations 
constitutes a multiple station dispatch. These dis- 
patches are to be prepared on Form 53 and 53a in the 
same format as a regular dispatch (see EXHIBIT C) , 
except the addressee line will be left blank for later 
insertion of actual addressees. Category symbol (s) 
for standard field distribution patterns shall be used 
to inform addressees of the other field recipients 
when applicable. 

2. The original and yellow copies of Form 53 and 53a 
will be sent to PSD with a Printing Services Requisi- 
tion, Form 70b, attached indicating the number of copies 
to be reproduced for each copy. 

3. The complete list of addressee stations will appear 
only on/or attached to the official record copy. The 
originator is responsible for entering the addressees, 
assuring that proper distribution is indicated, that 
collation is completed, and that proper number of copies 
are assembled for forwarding to addressees. 

4. Multiple station dispatches are to be released in 
accordance with the provision of Section D, 16. 

G. TRANSMITTAL MANIFEST 

1. In order to eliminate unnecessary paper work, the 
use of Form 1236, Transmittal Manifest (EXHIBIT D) , 
is encouraged as a substitute for a transmittal dis- 
patch when the material being forwarded requires 
minimum explanation or directions. The transmittal 
manifest will show the quantity of each item being 
transmitted „ 

2, The transmittal manifest shall be prepared 
iri a sterile form and in the same manner 
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110. 1 APPENDIX A 

DISPATCH AND POUCH SECURITY GUIDE 


25X1A 


1. In order to provide Office of Communications 

personnel with guidance for th^prepa^tion of communica- 
tions to be forwarded via the ^^H^^^Hpouch channel, 
excerpts of pertinent Agency are quoted below. 

2. "Cryptonyms, pseudonyms, or identity designators 
will be used for: 

a. agencies, officials, or installations 
haying sensff^e operational relationships with 

b. ’Foreign officials or installati ons havi ng 
sensitive operational relationships with 

c. ’Foreign or domestic associations, business 
organizations, political organizations, or publ ications 
having sensitive operational relationships withmUHH^ 

do ’Geographic locations, places, or area when 
the relationship or activity under discussion is 
sensitive . 


e. ’Special over-all subject matters where required 

by particular sensitivity., 

25X1 A 

’NOTE: i’^terprets the above to apply 

also to sensitive targets and other reports such 
as descriptions of audio operations, defector 
operations, PM, and other penetration operations 
25X1A into denied areas, and the like, 

f Staff personnel; staff personnel of 

other ^^^^^^^^ices assigned to Field instal- 

lations on a permanent change of station basis; staff 
personnel of ^^^^^■dministrative offices involved 
25X1Ain support of^^^^^Field installations. 


25X1A 


25X1 A 


25X1 A 


25X1A 


25X1A 
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110.1 APPENDIX A - con't 


25X1 A 


25X1 A 
25X1 A 


g. 'Agent-type personnel (including staff agents 
career agents, contract agents, and Field agents) ’ 
and individuals having sensitive onerationai + 

ships 


componei^ thereof , except those 


h. 

subordi 
are in effect 





s of 


for which no cryptonyms 


1 . 


'Cover 


installations where a short 


title is desirable 

j. 'Cover programs, projects, or operations." 
S. Biographic Information 


*a. "PHS's, FRQ's, or other questionnaire forms 
containing biographic data will be transmitted as 
a separate cover enclosure by true name pouch. 

'NOTE: The section of a PHS or of a 
biographic profile dealing with an employee’s 
Agency training and job history within the 
Agency may be included in or with the trans^ 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment . 

b. 'Biographic information not in questionnaire 
for will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history." 
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110.1 APPENDIX E 


OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1 . Field Distribution 
Category Symbols 
A 

B 

C 

D 

E 

F 

25X1A Area plus B 


Distributed To 

All Major OC Field Activities 
and Communications Division, 
OSA 

Stations which have personnel 
assigned by OC and Senior 
X^m^^^^tions Officer, 

(Does NOT include 
^CTegWy A) 

Stations at which Communi- 
cators are other than OC 
personnel (Does NOT include 
Category A or B Stations) 


Cancelled 



An Area Headquarters plus all 
OC manned stations under i ts 
jurisdiction (e.g.,^^^^| 
plus B) 


2. Headquarters Distribution 


Category Symbols 


Distributed To 


1 


D/CO, DD/CO, OC-0, OC-EXO, 
OC-RMS 
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110.1 APPENDIX E— con»t 

2 . Headquarters Distribution 

Category Symbols 
2 

3 

4 

5 

6 

7 

3. Publication Distribution 


- con’t 


Distributed To 

Distribution 1 
Division Chief s ; 

Commun^^^^ 
tions Division, OSA 

Distribution 2 plus Branch 
Chiefs 

Distribution 3 plus Section 
Chiefs 

Distribution to all employees 
at Headquarters 

Each Career Panel, plus DD/CO 
and Chairman of the OC panels 

Special distribution at the 
request of the originator 
(i.e., DDP, DDS , DDI , and/or 
DDS&T) 


25X1 A 
25X1 A 


Exceptions to standard distribution category 
symbols occur when distribution of publications are 
made to an established list of addresses. In these 
cases the addre ssee line will read; TO; All (i.e., 

. The distribution will then read; 
holders cy each. 
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110.1 EXHIBIT D 


25X1 A 





TRANSMITTAL MANIFEST 

No. 193353 

TO 

Chief, 

FROM (Pseudo initials of 

Chief^H^I releasing 
officer) 

ITEM NO. 

DESCRIPTION 

USE 

1. 

Frequency and Propagation Charts 

3 =ys. 

























H 




Dlstrihutlon: 



Orig. & 1 - Addressee v/Encl. 
































FORM 4 O 
2-64 

USE PRIVIOUt COITIOH 

WHITE 

(13-47) 



SIGNATURE OF RELEASING OFFICER 

27 February 1968 

OC-AFD 


1236 


use FREVIOUI KDITIOM 


YELLOW I 
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110.1 DISPATCH AND P O UCH PROCEDURES 
A. GENERAL 

This Order prescribes procedures for the 
preparation and forwarding of dispatches and 
othe^documents to field installations through 
the pouch channel. 

B„ DEFINITIONS 

1 . Dispatch 


25X1 A 


25X1A 


A dispatch is an official, written, 
sterilized communication transmitted by 
pouch . 


2 . P ouch 

A pouch consists of a series of envelopes 
or wrappings, enclosing dispatches or other 
official material appropriately addressed 
to effect transmission through secure 
channels between Headquarters and a field 
installation . 



3. 

is the special indicator assign- 
ed t^Th^^Tfice of Communications pouch 
channel. The channel is limited to corres- 
pondence and other material dealing with: 

(a) cryptography; and (b) the technical 
operation and administration of the Agency 
communications system. 


4. 



Cr:^to 


The indicator CRYPTO is used to identify 
Office of Communications material dealing 
with sensitive cryptographic topics. 
Correspondence in this category relates 
to or contains substantitve information on 
key generation methods for staff crypto- 
systems; cryptanalytic evaluation of staff 
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keying material and cryptosystems; vulner- 
abilities of cryptographic and related 
equipment; violations of cryptosecurity 
which would lead to cryptanalytic exploi- 
tation. This applies also to communications 
security matters relating to other U.S. 
government agencies and foreign governments . 

Contents the 
pouch will include: 

(1) Dispatches on subjects designa- 
ted CRYPTOGRAPHIC. 

(2) Actual keying material (pads, 
tapes, keylists, etc.) and covering 
dispatches . 

(3) Registered cryptographic material, 
devices?Aand documents (whether or 

not a cryptoclearance is required for 
access thereto) , and their cover 
dispatches . 

(4) Any "Crypto Clearance Required" 
correspondence material. 

b. CRYPTO pouches are prepared by the 
Office of Communications, Security Staff. 

5 . Sensitivity Indicators 

RYBAT and KAPOK are sensitivity indicators 
used to .ensure special handling, restricted 
distribution, and maximum security of 
sensit ive(.^pperational+-.and administrative 
dispatches. ^ 

a- RYBAT is used when a dispatch 
contains matter which affects high policy, 
or concerns administrative, personnel or 
operational matters of such sensitivity 
that initial cognizance should be limited 
to the Office of Communications Area 
Chief, or a Chief of a DDP Station or Base. 


25X1 A: 


Tr' 

.ci: 
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f. Separate Cov er True Name Material 

In order to eliminate the necessity 
for the preparation of transmittals for 
certain types of true-narae material 
normally forwarded to the field as 
separate cover enclosures , the following 
procedures are to he followed; 

(1) Documents covering actions of 
a personnel nature such as travel 
orders, career service actions, 
biographic sketches, etc., will be 
listed on a pouch manifest as items 
under the true name of the individual 
concerned. If there is an identify- 
ing number to the document, this 
will be shown in the column under 
"Dispatch Number". Items such as 
Credit Union Statements, W-2 Forms, 
etc., will be entered only as items 
showing the total enclosed. 

(2) The pouch manifest will be 
addressed in the same manner as a 
dispatch, but it will carry no 
signature. As the pouch manifest 
is a threer-part set, a copy for the 
releasing Division, or originator 
if required, can be provided by 
adding a sheet of "Letterex" paper 
at the time of preparation. 

(3) The manifest will be released 
by the appropriate Division on the 
pink copy. 

(4) All copies of the manifest and 
attachments will be forwarded to 
OC-RMS which will assign a Head- 
quarters pouch number, enter the 
date, and distribute the manifest 
copies . 

(5) A sample manifest is attached 
as EXHIBIT B, 
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13. Distribution 


a . Number of Copies 


Dispatches will be prepared in the 
number of copies indicated below: 


3 copies 


2 copies 


1 copy 


All Areas, as well 
as other addresses 
as specifically 
required . 


Senior Communica- 
tions^O^ icer , 


Communications 
Officer at all field 
stations other than 
above . 


Yellow Copy Official record 

copy. 

Blue Copy Official chrono 

copy. 


Other copies Division and other 

Headquarters dis- 
tribution as required. 


b . Field Distribution 

(1) A listing of addressee field 
stations not covered by a category 
symbol will appear at the lower left 
of the dispatch below the listing 
of enclosures. An indication of 
whether enclosures are included will 
follow each addressee listed. 


(2) Dispatches which fall under the 
Office of Communications Standard 
Distribution Categories will use 
the category symbol listed in 
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as a dispatch with regard to numbering, address- 
ing, number of copies, dating, originator, and 
releasing office responsibilities. ’’Letterex” 
tissue should be used to produce additional 
copies as required. 

3. Except for material specifically 
covered by special procedures, the transmittal 
manifest shall be delivered to OC-RMS with 
the material which is to be forwarded firmly 
attached. Any material which is to be for- 
warded separately shall be so identified and 
clipped, not stapled, to the transmittal. 

H. DISPATCH PROCESSING 

1. Releasing Office 


a. After a dispatch has been released, 
dated, and if necessary, reproduced by 
the appropriate office, it will be 
assembled and forwarded to OC-RMS as 
follows under a Routing and Record 
Sheet, Form 610, upon which should be 
noted any special pouching instructions 
for OC-RMS: 

(1) Copies for the addressee, 

(2) Copies to be sent to informa- 
tion addressees in the field. 

(3) Yellow official record copy 
with background material firmly 
attached . 

(4 ) Headquarters file copies, 

b. Enclosures forwarded with the 
dispatch, either to the action addressee 
or to information addresses, shall be 
firmly attached to the appropriate copy 
of the dispatch, 

c. Separate cover enclosures shall be 
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so identified and placed below the last 
copy of the dispatch. 

d. Form 26, Control and Cover Sheet for 
TOP SECRET Documents, is to be used on 
TOP SECRET dispatches . TOP SECRET 
dispatches must be hand carried through 
coordination, release, and delivered 
to OC-RMS. 


2. OC-RMS 

OC-RMS is responsible for: 

a. Screening outgoing dispatches for 
discrepancies (i.e., absence of enclosures, 
lack' of appropriate number of copies, etc.) 
compliance with prescribed format, 
procedures, sterilization and security 
regulations, and releasing signature. 

b. Preparing and forwarding pouches, 

via normal or special channels . 4illki 

c. Arranging for shipment of over- 
size equipment and materials via pouch 
channels . 


d. Obtaining clearance and preparing 
pouches for hand carrying. 

e. Securing weight and size waivers 
as necessary. 


f. Returning to the originator material 
which is improperly prepared. 
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110.1 DISPATCH AND POUCH PROCEDURES - con’t 

3 . Waivers 

a. OC-RMS is to be notified as to size, 
weight , and content of packages or crates 
of equipment and other articles exceeding 
extablished pouch size and weight limitations 
in order to make the necessary arrangements 
for preparation and delivery to the appro- 
priate courier services. OC-RMS should also 
be informed as to deadline dates by which 
such materials are due in the addressee 
station . 

b. Restrictions on shipment of contraband 
material may not be waived. 

4. Special Shipments 


a. Staffs originating shipments of equipment 
to be forwarded through classified pouch 
channels have the responsibility for notify- 
ing the Field that such shipments are enroute 
if such notification is necessary, 

b. OC-RMS will establish the pouch channel 
and proper addresses, obtain dates of the 
estimated arrival of the equipment in the 
Field, if available and required; and will 
provide this information to the Staffs upon 
request . 

J. HAND-CARRIED CLASSIFIED MATERIALS 
1. Formal Authorization Mandatory 


Under no circumstances shall classified 
material be hand carried to the Field by persons 
who do not have proper approval. This includes 
equipment of a classified nature which ordinarily 
would be transmitted by pouch. Because of the 
security hazard, material shall be hand carried 
only in emergency situations where the necessity 
for immediate delivery outweighs the possibility 
of a compromise of security. 
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2. Reques t ^^for Approval 

If the office head concerned considers it 
essential that material be hand carried, he shall 
request approval by forwarding three completed 
copies of Form 1804, Request for and Appointment 
of Special Courier, (see EXHIBIT E) , to Chief, 
OC-RMS along with the material to be hand carried 
at least one full working day in advance of the 
individual's departure. This will allow suffi- 
cient time for preparation of the pouch and 
approval of the special courier appointment to 
be granted or denied . 

3 . Release of Pouch 

If approval is granted, OC-RMS shall prepare 
the pouch and will brief the special courier. 

*4. Pouches Hand Carried from the Field 


An employee authorized by a Chief of Station 
or Base or an OC Area Chief to hand carry material 
to Headquarters shall deliver it immediately, 
unopened to the Chief, OC— RMS, for processing 
in accordance with normal procedure for incoming 
material. Should he arrive during non-working 
hours-^^he shall leave the material with the Head- 
quarters Signal Center Duty Officer for delivery 
to OC-RMS at the beginning of the next working 
day. 

K . REPOUCHING OF LATERAL POUCHES/DISPATCH ES 

Lateral dispatches or pouches when received in 
OC-RMS are repouched to the addressee station unless 
the station is in a satellite country. In the 
latter case these are referred to the appropriate 
Division for action. OC-RMS, however, must be 
notified of the disposition of the pouch. 
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110.1 APPENDIX A 


DISPATCH AND POUCH SECURITY GUIDE 


1. In order to provide Office of Communications 

personnel with guidance for the preparati on of communi- 
cations to be forwarded via the^^^^^Hpouch channel 
excerpts of pertinent Agency regfflfafioiis are auoted 
below. ■ — — 

2. "Cryptonyms, pseudonyms, or identity desig- 
nators will be used for: 

a- agencies, officials, or installa- 

tion*? having sensitive operational relationships 
25X1A with 


w 25X1 A 


b. 'Foreign officials or installations 
ha^^i^sensitive operational relationships with 


c. 'Foreign or domestic associations, 
business organizations, political organizations, 
or publications having sensitive operational 
relationships with 

d. 'Geographic locations, places, or area 
when the relationship or activity under discussion 
is sensitive. 

e. 'Special over-all subject matters where 
required by particular sensitivity. 

'NOTE: interprets the above to 

apply also to sensitive targets and other 
reports such as descriptions of audio 
operations, defector operations, PM, and 
other penetration operations into denied 
areas, and the like. 

Staff personnel; st aff pers onnel 
offices assigned to^^^^H field 



25X1 A 


25X1 A 


25X1 A 


25X1A 


25X1 A 

25X1A 
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Installations on a 
staff personnel of 
involved in supportl 



hange of station bas 
nistrative offices 
field installations. 


is 


g. 'Agent-type personnel (including staff 
agents, career agents, contract agents, and field 
agents) and indivi duals h aving sensitive operational 
relationships with^^^^^ 

h. components thereo f , except 

those subordinate elements of for which no 

cryptonyms are in effect. 


i. 'Cover installations where a short 

title is desirable . 


j. 'Cover programs, projects, or operations." 

3. Biographic Information 


a. "PHS's, PRQ's, or other questionnaire 
forms containing biographic data will be trans- 
mitted as a separate cover enclosure by true- 
name pouch. 

'NOTE: The section of a PHS or of a 

biographic profile dealing with an employee's 
Agency training and job history within the 
Agency may be included in or with the trans- 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment . 


b. 'Biographic information not in questionnaire 
form will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history." 


25X1A 


25X1 A 
25X1A 

25X1 A 

25X1A 
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110.1 EXHIBIT B 


25X1A 


r~| CONriDENTIA^ 




POUCH MANIFEST 


CommunlcRtions Offlcerl 


PMIHI W«Wiigtao, 


FeiaiiNi. 

■BaB 


OBFATCH NO. 


931-65 

517-65 


gJMCT AND EWaOEUP 


CAREER SERVICE ACTION - 


TRAVEL ORDER - 



CREDIT UNION STATEMENT - (1) 

p 

PERMIT TO DEPART FROM THE UNITED STATES 


PULISB DATB, AKD SJOS AND RETURlf THIS COPY TO HBADQVARTERS RBOISTRY BY NEXT RBTUKN fOUCtt 


IStONATUKtlUcliilcnO 




uaa nt>v<9Ui temeNa 


[~1 CONFIDENTIAL WHITE 


STATION COPY 


^ SECHET (34) 

1 


r~| SECRET 




ORlOIKATOSl 

HELEASING OFFICER: 



BBADOVARTSKS TICKLBR COPY * 


DOME UaNMI 

•at 


' [J CONFIDENTIAL 


Q SECRET 


25X1 A 

25X1 A 

25X1 A 
25X1 A 
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25X1A, 
25X1 A 


2 . Addressee 

a. Usually the addressee will be the 
officer in charge of the communications 
installation and shall be indicated as 
appropriate . 

(1) Chief, Area, City (e.g., 


(2) Communications Officer, City 

Communications Officer, 

(3) Senior Communications Officer, 
City (where such designations are 
authorized) . 



b. Exceptions to the above method of 
addressing dispatches are authorized 
wherever considered more appropriate to 
the OC field component. These exceptions 
will be announced by means of a notice. 

c. In cases where it is necessary to 
address the DDP representative the 
address is Chief of Station, Cityj 

or Chief of Base, City. 


3. Information Addressees 

When copies are to be sent to installa- 
tions other than the action addressee, ibe 
appropriate designation shall be made in 
the space marked ’’INFO" . 

25X1 A 

4 , From 

25X1A Enter the cr yptonym "Chief, 

except forH^^V Logistics 

Supply Depo ts . (Procedures for the pre- 
paration of correspondence are found 

25X1 A 
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in APPENDIX B, and 

Logistics Supply Depots in APPENDIX C.') 

5 . Subject 


Subjects are to be brief yet specifically 
define the matter discussed. Special indica- 
tors may be used and are to be typed in 
capital letters immedi^e^ preceding the 
subject. Example; ^HHH|overtime Pay- 
ment - Joseph A. 

6 . Action Required/Reference 

a. The indication of "Action Required" 

is optional. If used, write a brief 
statement such as "None", "For Informa- 
tion Only", "See para below", etc. 

b. References to dispatches shall be 

by number and date. References to cables 
shall be by station or Headquarters 
DIR/WASH number and date. They shall 
be typed in the space immediately below 
"Action Required". References may be 
listed one below the other or, to 
conserve space, arranged across the 
page . 

7 . Processing Block 

The "Processing Block" is for the 
Clandestine Services only and is to be 
ignored. 

8 . Content 

a. Dispatches shall be limited to 
official business. 

b. No more than one specific subject 
will be covered in a dispatch. 
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9. Signature 


Chiefs and Deputy Chiefs of Divisions 
and Staffs, authorized signing officers, or 
higher authority may sign dispatches. The 
pseudonym of the signing officer shall be 
typed on all copies but his signature need 
appear only on the original. A signing 
officer whose pseudonym is not typed on the 
dispatch shall initial all copies of the 
dispatch. When the D/CO or DD/CO release 
a dispatch, their typed pseudonym signa- 
ture is to be placed on the dispatch and 
they will also be the signing officer. 

10. Date 


a . The date the dispatch is prepared 
will be typed by the originating office 
at the left below the text on all Head- 
quarters copies. 

b. The date of actual release (which 
will be the date used whenever referring 
to a dispatch) will be typed or stamped 
at the right, in the space provided by 
the releasing office. 

11. Dispatch Symbols and Numbers 


a. Dispatches will be numbered with 
the appropriate Division or Staff 
symbol (See APPENDIX D) , followed by 
the last two digits of the current 
year, and numerical series beginning 
w'ith 001. On 1 January of each year, 
the numerical series will revert to 
001. Example: ADM 65-001, 

b. The originator of a dispatch will 
obtain the appropriate number from the 
respective Division or Staff registry. 
If, after a number has been obtained, 

a dispatch should be cancelled, the 
issuing Division or Staff is to be 
notified immediately. 
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c. Should the same number be assigned 
to two separate dispatches, the issuing 
Division or Staff will rectify the error 
as follows: 

(1) If the dispatch has not been 
pouched, a new number will be 
assigned to the dispatch bearing 
the latest date. 

(2) If the dispatch has been 
pouched, the dispatch bearing the 
latest date will be amended by the 
addition of the letter "A" (e.g., 

ADM 65-001 becomes ADM 65-001-A) . 

In this case the Division or Staff 
concerned will be responsible for 
notifying the field. 

12. Enclosures 


a . Preparation 


(1) A complete set of enclosures, 
if available, will accompany each 
copy of the dispatch sent to the 
action addressee, and where possible 
or applicable, with the information 
copies . 

(2) Plain paper without the U.S. 
Government watermark is to be used 
for enclosures. 

(3) The following notation will be 
either typed at the top of the 
enclosure or on a separate sheet of 
paper and securely fastened to the 
enclosure: 

"Enclosure No. to Dispatch 

No. for Station . 


or 

"Separate Cover Enclosure(s) No. 
to Dispatch No. for Station_ 
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APPENDIX E. Multiple station dispatch 
instructions are contained in Section 

E. 

(3) If appropriate that field 
recipients be aware of Headquarters 
distribution, the Headquarters 
Distribution Category Symbol will 
be used. (See APPENDIX E) . 

% 

c. Headquarters Distribution 

The listing of Headquarters offices 
receiving distribution will be shown at 
the lower left of the dispatch copies 
retained at Headquarters. 

14. Qgjginator 

The originating officer shall sign his 
true name on the yellow copy of Form 53. 

15. Coordination 

a. The originator of a dispatch shall 
determine the extent of coordination 
required, consistent with geographic, 
operational, and support considerations. 

. b. Coordinating officers, within their 

spheres of responsibility, shall determine 
whether a dispatch is consistent with 
approved plans, policies, and procedures.. 
Coordinators will sign the yellow copy 
of Form 53 in true name. 

c. Dispatches which are addressed to 
stations under the cognizance of more 
than one Division should be coordinated 
with each Division. 

16. Release 

a. Chiefs and Deputy Chiefs of Divisions 
are authorized to release dispatches 
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25X1 A 


within their geographical areas of 
responsibility. Those which transcend 
the responsibility of more than one 
Division, raise a question of policy, 
initiate or significantly affect 
activities or projects, commit ifiunds, 
deny a request or disapprove an action 
or are apt to raise a controversy, shall 
be released by the D/CO, DD/CO, or 
Chief, OC-O. Chief or Deputy Chief, OC-SPS 
will release d ispatches addressed to Chief, 

Releasing officers shall 
ietermlne, and by their ^signature 
certify, that the dispatch: 

(1) Has been properly classified, 
sterilized, addressed, and coordinated. 


25X1 A 


(2) Is applicable, appropriate, 
consistent with approved plans, 
policies, and procedures. 


and 


(3) Is consistent with operational 
and security considerations pertinent 
to the subject matter and to the 
addressee, 

f 

(4) Is consistent with the limita- 
tions regarding material which may 
be sent by pouch (see Section I), 

b. The releasing officer shall sign his 
true name on the yellow copy of Form 53 
and his pseudonym Initials after Chief, 
^■■^■on the "FROM" line; except when 
the releasing officer is the same as the 
signing officer, the initials may be omitted, 

17 „ Security Classification and Group Marking 

a. The appropriate defense classifica- 
tion will be stamped or typed at the 
top and bottom of each page of all copies 
of a dispatch and its enclosures. If 
typed, capital letters separated by 
hyphens will be used, as S-E-C-R-E-T. 
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110.1 APPENDIX A 


DISPATCH AND POUCH SECURITY GUIDE 


1, In order to provide Office of Communications 
personnel with guidance for the^y^y^y^^^on of communi- 
cations to be forwarded via channel, 

excerpts of pertinent Agency re^f^^WWf^ ^re quoted 
below. 


2. "Cryptonyms, pseudonyms, or identity desig- 
nators will be used for: 


25X1 A 
25X1 A 


a. agencies, officials, or installa- 

tions having sensitive operational relationships 
with 


25X1 A 


25X1 A 


b. 'Foreign officials or installations 
having sensitive operational relationships with 


c. 'Foreign or domestic associations, 
business organizations, political organizations, 
or publications having sensitive operational 
relationships with^^^^^ 

d. 'Geographic locations, places, or area 
when the relationship or activity under discussion 
is sensitive. 


25X1 A 


25X1 A 


e. 'Special over-all subject matters where 
required by particular sensitivity. 

'NOTE: interprets the above to 

apply also to sensitive targets and other 
reports such as descriptions of audio 
operations, defector operations, PM, and 
other penetration operations into denied 
areas, and the like. 


f . 

of other 


3taff personnel; 
ffices assigned 


st aff per sonnel 
to^^H^I field 


25X1 A 


25X1A 
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installations on a 
staff personnel of 
involved in suppor 



ange of station basis; 
istrative offices 
ield installations. 


g. ’Agent-type personnel (including staff 
agents, career agents, contract agents, and field 
agents) and indlviduals_Jiaving sensitive operational 
relationships witl 


h. ’^^^^^land components thereof , except 
those subordinate elements of for which no 

cryptonyms are in effect. 


i. 

title 


IS 


'Covei^^^l 
desirable . 


installations where a short 


j. ’Cover programs, projects, or operations." 

3 . Biographic Information 

a. "PHS’s, PRQ's, or other questionnaire 
forms containing biographic data will be trans- 
mitted as a separate cover enclosure by true- 
name pouch, 

'NOTE: The section of a PHS or of a 

biographic profile dealing with an employee’s 
Agency training and job history within the 
Agency may be included in or with the trans- 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment . 

b. 'Biographic information not in questionnaire 
form will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history." 


25X1A 
25X1 A 


: 2 
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4 . Use of Code Designations 

a^^^^he fact that a code designation for a 
non'^^^^l entity is available does not mean 
that it should be used in every instance. Code 
designations will be used only when disclosure of 
the true identity of persons, organizations, or 
activities would reveal covert o r sensi tive 
relationships in connection with ■■■ or when 
such disclosure woui^^b^harmf ul or detrimental 
to the interests of or the persons, 

organizations, or a<^^WW^s concerned." 

b. "Code designations and the true identities 
thereof will not be transmitted to and from the 
field in the same cable, dispatch, or pouch." 

c. "Cryptonyms and pseudonyms will not be 
used in communications when their true meaning 
is clearly deducible from the content of the 
message. (In the event that a communications 
cannot be worded in such a manner to eliminate 
revealing words or phrases, identity designa- 
tors will be used in place of cryptonyms and 
pseudonyms . ) " 

d. "Aliases will not be used in communica- 
tions between Headquarters and the field. 

’NOTE: Since aliases are used overtly, 

they should be regarded and treated as true 
names. Thus, aliases may be sent to and 
from the field as separate cover attachments 
so that Headquarters will be aware of their 
use and be able to card them, but individuals 
should not be referred to by alias in a 
dispatch as a means of identifying an 
individual any more that you would use any 
other sensitive true name (such as that of 
an Agency employee or a sensitive target 
true name) . " 

5. Enclosures 

"All enclosures to a dispatch will be 
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'NOTE: This require ment is made to allow: 
(1) plausible denial of interest , 

and (2) passage to personnel unwitting of that 
interest should the occasion arise and the 
contents permit it." 

6. True-Name Material 


a. "Material which by its ve ry nature must 
contain the true names of personnel or of 

persons, organizations, places, etc,, hav ing 
sensitive operational relationships with 
will be transmitted to the field (as set forth) 
below . 


'NOTE: The^^^^^^^^H indicator does not 

authorize indiscrimlpate use of true names~Tn 
correspondence with the field," 

b. "True-name material will not be included 
in or attached to a dispatch, but~wTll be sent 
as a separate cover enclosure to a transmittal 
dispatch . " 

c. "The transmittal dispatch will be signed, 
as in any other case, in pseudonym," 

d. "True-name material will always constitute 
a separate pouch; it will not be included in a 
pouch containing sterilized material, nor will it 
be included in the same pouch with its transmittal 
dispatch, or any other dispatch, or any material 
which would identify the pouch as having originated 
in this Agency," 

e. "A true-name pouch will not be used for 
the transmission of unsterilized material except 
as outlined abave." 


25X1 A 


25X1 A 

25X1A 

25X1 A 
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110.1 APPENDIX B 


25X1 A 


PREPARATION OF 



CORRESPONDENCE 


I • PREPARATION OF CORRESPONDENCE 

A . Types of Correspondence 

Correspondence to ^^iField Stations con- 
sists of the following cat^^H^es: 


Correspondence addressed exclusively to 
^^^^Field Stations. 

2. Correspondence addressed to^^^l Field 
Stations and other geographical areas. 


3. Correspoiuigmjfi to DD/P Chiefs of Stations 
and Bases within 

B. Format 


Correspondence should be prepared on Dispatch 
Form 53 or Transmittal Manifest, Form 1236, in the 
established format. 


C. Addressee and Originator 


1. The addressee will be the officer in charge 
of the Communications installation, or the Chief 
of Station or Base, as appropriate. 


25X1 A 


2. Correspondence prepared at Headquarters 
addressed exclusively to 
Field Stations, will ind:S^e 
Washington" . 



^^^3. Correspondence prepared at Headquarters to 
^^■Fleld Stations in the name of t he Director of 
Communications will indicate "FROM: 

However, this title will not be used as a general 
rule; rather, it will be used in those instances 


25X1 A 


25X1 A 

25X1A 

25X1 A 


25X1 A 
25X1A 

25X1A 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 


wherein the content of the dispatch would require 
the signature of the Director of Communications as 
an authorizing official of the Agency, 

D. Dispatch Symbols 


1 . Correspondence which is prepared in the 



2. Correspondence which is prepared in the name 
of the Director of Communications will contain the 
appropriate dispatch symbol and number of the D/CO. 


E. Signature 


Chiefs or Deputy Chiefs of Staffs rna^s^n 
correspondence originated in the name of 

F. Distribution 


25X1A 


The standard procedure established for pre- 
paration of dispatches will be followed. 

G. Coordination/Release 


1. The officer originating a dispatch will 
determine the extent of coordination required con- 
sistent with existing directives and the opera- 
tional and support requirements involved. 

2. will release correspondence 
originate^iiwi^^iame . There is no change in 
correspondence procedures regarding releasing 
authority for dispatches originated in the name 
of the Director of Communications. 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX C 


PREPARATION OF CORRESPONDENCE FOR 
OFFICE OF LOGISTICS SUPPLY DEPOTS 


REFERENCE: Office of Logistics Correspondence Pro- 

cedure (LI 42-100-5) 


I . FORMAT 


Correspondence is to be prepared on sterile bond 
paper using the standard memoran da format for CIA 

II . ADDRESSEE AND ORIGINATOR 

Correspondence is to be addressed to "Communi- 
cations Officer, Depot" from "Director of 

Communications" . 

III. CONTENT 

The content of the correspondence is to be in 
true name. No Agency cryptonyms or other intelligence 
terminology will be used, "Organization" or "Head- 
quarters" will be substituted for the term "CIA" or 
"Agency" . 

IV . NUMBERING OF CORRESPONDENCE 

The correspondence will be numbered in the 
originating Division or Staff dispatch symbol and 
numerical series. 

V. DISTRIBUTION 

Correspondence is to be prepared in the number 
of copies as indicated below; 

Original and one tissue ) to be forwarded to 

Logistics Supply Depot 
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Tissue, white )1 each to following: 

OC-S/C, chrono, and 
other files are required 

Tissue, Yellow )Official Record Copy 

VI . SIGNATURE, COORDINATION, AND RELEASE 

A. Chiefs and Deputy Chiefs of Divisions and 
Staffs or other authorized signing officers will sign 
this correspondence, in TRUE NAME. The originator 
shall determine the extent of coordination required. 

OC-S/C is responsible for the Logistics Supply Depots 

and will be the releasing office for Depot correspondence. 

B. Divisions and Staffs may prepare correspondence 
for the signature (TRUE NAME) and/or release by OC-0, 
DD/CO, or D/CO. 
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office of communications orders 110. DISPATCHES 

110.1 APPENDIX D 

OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 

OC D/CO, DD/CO, OC-0, OC-EXO, OC-P 

AD Americas Division 

AFD Africa Division 

ASD Asia Division 

ED Europe Division 

MD Middle East Mediterranean Division 

ADM Administration Staff 

CY Security Staff 

ENG Engineering Staff 

OS Operations Support Staff 

RMS Records Management Staff 

SIG Signal Centers 

SP Special Programs Staff 

T Telecommunications Staff 
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110.1 APPENDIX E 


OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


25X1 A 


1 . Field Category Symbols 

A. All Major OC Field Activities 

B. Stations which have personnel assigned by OC 
(Does NOT include Category A) 

C. Stations at which Communicators are other than 
OC personnel (Does NOT include Category A or 

B Stations) 

D. Field Stations under Headquarters jurisdiction 
(Exempted Activities) 


Area plus B - An Area Headquarters plus all OC 
25X1A manned stations under its juris- 

diction (e.g., ^^^^plus B) 

2. Headquarters Category Symbols 

1. D/CO, DD/CO, OC-0, OC-EXO, OC-RMS 

25X1A 2. Distribution 1 plus Staff and Division Chiefs; 


3. Distribution 2 plus Branch Chiefs 

4. Distribution 3 plus Section Chiefs 

5. Distribution to all employees at Headquarters 

6. Each Career Panel, plus DD/CO and Chairman of 
the OC panels 
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7. Special distribution at the request of the 

originator (i.e., DDP, DDS, DDI , and/or DDS&T) 

3 . Publication Distribution 

Exceptions to standfird distribution category 
symbols occur when distribution of publications are 
made to an established list of addresses. In these 
cases the addressee line will read; TO: All (i.e., 

The distribution will then read: 
holders 1 cy each. 
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110.1 EXHIBIT A 
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25X1A 
25X1 A 
25X1 A 
25X1A 



Foraat for Preparing Pl»p>tcbg» 


PRIORITY (H p^cwary) 


ACTKNRtgtMICe tPP W t JI 

For InfornRtlon Only 

|SS-U3, 1 Fvbruar; lees b. DIR 1234», 1 March 1965 

1. This in n aanpln^^^^ldlapatch praparad on Fora 53, 
a prepunched, 5-part, carbon- interleaved eet. "Letterex" paper 
aay be used for additional coplee. Preparation and dlatrlbution 
of coplee should be held to the alnlaua. 

2. Use single spacing, eitb a double space between 
paragraphs and sub-paragraphs. A brief dispatch aay be double 
spaced. 

3. Paragraphs will be nusbered consecutively and will 
follow the indentation pattern used in this sample. A single 
paragraph dispatch will not be numbered. 

4. While an actual dispatch would require copies as 
described In Section D, paragraph 13, a, this sample dispatch 
includes only the following representative copies: 

a. The original of the Official Dispatch 
fora will be sent to the field. Signature is 
in pseudonyii. The carbon copies sent to the 
field addressees will be like the original. 

b. The yellow copy of the Dispatch Form 
is the official record copy. Signatures of 
the originating, coordinating, and releasing 
officers will appear below the solid black line 
in true name. Other Headquarters file copies 
will be like the Official Record Copy, however, 
they will not ordinarily carry the handwritten 
signatures . 


ADM 65-123 


S-S-C-R-E-T 


Date Released 


HgtruNuMt* 


Date Typed 

Distribution: 

OC-A (Official 
Record) 

OC-RUS 

OC-S 

OC-HD 

VIA TELZTAPB 


(If electrical 
tranamisslon is 
necessary) 


offict omc» T*piiT 1 exT, 

OC-A True Name Sianature True Initials 1 6967 

COORDINATINQ 

orricE SYMBOL 

MTE 

orncaiNRME 

OC-S 


True Name Signature 










1 RELEASINQ 1 

OrriCE SYMBOL 

OC-HD 

SSte 

Released 

OFFICER'S SiONATORE 

True Name Signature 


DISPATCH 


uMmvieuticiniM. 


DISPATCH 
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CmiTINIIATIONOP 


rmmngcnr 

MMICM 

B-X-C-t-l-T 

ASH 65-133 


5. Th« dat* of tho dispatch la tjrpad or 

staapad at tha lowar rl|ht of tha dispatch. Mots that tha data 

. of praparatlos is typad at tha lovar laft, balov tha taxt of 
tha aassaca, os all coplas raulnlng at Itoadquartars . 

6. If tha dispatch raqulras aora thao oaa paga, Idantlfy 
tha sacond aad succaadlag pagas by dispatch nuaber as lllustratad 
abova. Sacood and succaadlng pagas will ba praparad on Fora 93a. 
ContlBuatlcm of Dispatch Fora. 

7. Tbs pssudonya slgnatura of tha signing offlear of a 
Miltl-paga dispatch will ba on tha last paga of tha original. 

Tha trua nasa slgnaturas of tha signing, coordinating, and 
ralaaslttg offlcars will ba on tha first paga of tha yallow 
Official Raeord Copy. 


(Psaudonys Blgnatura) 

Typad Psaudonys of tha Signing Offlear 

IncloBuras: 

1. (Brlaf dascrlptlon) , (gusbar of Coplas) 

2. (Brlaf dascrlptlon), (lumbar of Copies) 

Distribution: 

Orig h 2 - Addrassaa, w/ancls. 1 h A 
1 - Cosaunlcations Offlear, H 


w/o anclB. 


8-l-C>R-B*-T 


f-(^ack If 3 
Lii «AC«uPagaf ) 


WHITE 


TEUiOW 


BLUE 


25X1 A 
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OFFICE OF COMMUNICATIONS ORDERS 110 . DISPATCHES 

110,1 EXHIBIT C 


DISPATCH 


GUaStnCATKM 

S-E-C-R-E-T 


MOCES51NG ACTION 


IIMWSD fM WmCHW 


IMir QIMLimO KSN 
CAR JUNE INOOURt 


Format for Preparing Multiple Station Dispatches 


ACTION REQUIRED ■ REFERENCED 

For Information Only 

1. This IB a sample of the format used in preparing 
Multiple Station Dispatches. 

2. The instructions in EXHIBIT A .apply to Multiple 
Station Dispatches as to spacing, paragraph and page numbering, 
the dates used, and signatures. 

• 3. Four or more addressee stations constitute a Multiple 

Station Dispatch. When appropriate, standard distribution 
categories may be used. Category symbols are entered in the 
external distribution space. 

4. When a category symbol is used, the complete list of 
addressee stations will appear on or with the Official Record 
Copy. 

5. Multiple Station Dispatches may be released by 
officers meeting requirements. 


(Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

Fuel 08 UI*OS * 

1. (Brief Description) , (Number of Copies) 

2. (Brief Description) , (Number of Copies) 

Distribution: 

A, B, w/encls. 1 & 2 


CROSS REFERENCE TO 


OIBPATCH SYMBOL AHO NUMBER 

OC 65-000 


CLASSIFICATION 

S-E-C-R-E-T 


Date Released 


HQS RLE NUMBER 
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110.1 EXHIBIT D 
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25X1 A 


25X1 A 
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25X1 A 


suejCBi’ 

Format fo r P r eparing Dispa tches 

UTIQN - KFeKNCES 

For Information Only 


DISPATCH 


(If electi'ical 
_ VIA TiSLEPOUCH is neces! larv) 


_ Commun ications Officer _ 
(Pseudo In 

_Chlefj ■ 


aiB of 
Releasing Officer) 


PSSOCESSINC ACTION 


MARIIEB m INDBUIW 


transmission 
HO iKPExmo «qui»to 


PRIORITY (If necessary) 


b5-123, dtd. 1 Feb. 1965 b. DIR 12345, dtd. 1 March 1965 


1. This is a sample dispatch prepared on Form 53, 

a prepunched, 5-part, carbon-interleaved set. "Letterex" papor 
may be used for additional copies. Preparation and distribution 
of copies should be held to the minimum. 

2. Use single spacing, with a double space between 
paragraphs and sub-paragraphs. A brief dispatch may be double 
spaced. 

3, Paragraphs will be numbered coiisocutivoly and will 
follow the Indentation pattern used in this sample. A single 
paragraph dispatch will not bo numbered. 

4, While an actual dispatch would require copies as 
described in Section D, paragraph 13, a, this sample dispatch 
includes only the following representative copies: 

a. The original of the official dispatch form 
will bo sent to the field. Signature is in pseudonym. 

The carbon copies sent to the field addressees will 
be like the original. 

b. The yellow copy of the dispatch is the 
official record copy. Signatures of the originating, 
coordinating, and releasing officers will appear 
below the solid black line in true name. Other 
Headquarters file copies will be like the official 
record copy, however, they will not ordinarily carry 
the handwritten signature. 


CONTINUED 


H SYMBOL AMP lUtUBER 

ADM 65-123 


CLRSSIFIMTIIM 

S-E-C-R-E-T 


Date Released 
R« tTK AliueER 




1 

' "1 

Date Typed 

Distribution : 

1 - OC-RMS (Offici 
Record Copy) 

1 - OC-A 

1 - oc-s 

1 - OC-MD 

ORIQINATINQ 

Office - C'nctR • TYPi*r lEiiT 

OC-A True Name Signature True Initials 1 6*87 

COORDINATINQ 


OLTE 

OFflCEin WHE 

ll 

OC-S 


True Name Signature 










RELEASING 

OC-MD 

Date 

Released 

DFFICEP’S SIONLTUnE 

True Name Signature 

$3 USI M>IV<OUB tDITION. 

YELLOW 

DISPATCH 

Distribution: 

1 - OC-RB4S (Offici 
Record Copy) 

1 - OC-A 

1 - OC-S 

1 - OC-MD 


OfnCE SYMBOL 

OLTC 

OFFICEM SUMC 

1 

OC-S 


True Name Signature 












OFFICE SYMBOL 

OC-MD 

Date 

Released 

OFFICER'S 

True 

lOKATlIFE 

Name Signature 


DISPATCH 


25X1 A 
25X1 A 

25X1A 

25X1A 


* 28 Feb 1967 
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CONTINUATION OF 


0I1MICX SIWBOl *NO >WMtC» 

DtSFATCH 

S-E-C-R-S-T 

ADU b5-l23 


5. The releasing date of the dispatch is typed or 
stamped at the lower right of the dispatch. Note that the data 
of preparation Is typed at the lower left, below the text of 
the message, on all copies remaining at Headquarters. 

6. If the dispatch requires more than one page, identify 
the second and succeeding pages by dispatch number as illustrated 
above. Second and succeeding pages will be prepared on Form 53a 
Continuation of Dispatch. 

7. The pseudonym signature of the signing officer of a 
multi-page dispatch will be un the last page of the original. 

The true name signatures of the signing, coordinating, and 
releasing officers will be on the first page of the yellow 
official record copy. 


[Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

*Enclosures ; 

A. (Brief description), {Number of Copies) 

B. (Brief description), (Number of Copies) 

Distribution : 

Orig & 2 - Addressee, v/encls. A 

1 - Communications Offlcer^^^^^H w/o ends. 


Dispatches for transmission VIA TELEPOUCH cannot have 
enclosures or attachments. 


S-E-C-R-E-T 


j-tCheck if 3 


25X1 A 


WHITE 



YELLOW 




I rtCheck if 3 | 
i ^ iWW‘ »ege4> 


BLUE 


28 Feb 1967 

29 Nov 1965 
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b. KAPOK is used when a dispatch contains 
sensitive operational matter which requires 
limited distribution and restricted handling. 

C. SECURITY 

1. Dispatches shall be written in such a way as 
to prevent the disclosure of sensitive information to 
unauthorized persons. To a certain extent this can be 
achieved by care in writing the dispatch, omitting 
unessential information and recasting or paraphrasing 
that which must be included, Cryptonyms and 
pseudonyms shall be used as necessary. They shall 
not be used in conjunction with their true names or 
with other information which tends to reveal or 
confirm their true identities. If a cryptonym or 
pseudonym does not exist, or if the meaning of the 
cryptonym or pseudonym would be apparent from the 
context, reference shall be made instead to; "Identity 
A", "Identity B" , etc. In this case, the true name 
corresponding to the identity reference shall be sent 
by separate cover enclosure or if necessary by cable. 
The true name of the Agency or of distinctive com- 
ponents of the Agency shall never be used in a 
dispatch. Reference shall not be made in true name 

to the U.S. Government or to elements thereof. 

2. True names of Agency employees shall not be 
used in dispatches, 

3. Biographic information which would identify 
staff or agent personnel, or prospective personnel, 
shall be transmitted by separate cover enclosure in 
which the true name, pseudonym, cryptonym, or social 
security number of the individual shall not appear. 

In the related dispatch, the individual shall be 
referred to by pseudonym, cryptonym, or identity 
designator, as appropriate. If an identity designator 
is used, the name corresponding to the designator 
shall be given in a separate cover enclosure. 


* 17 March 1967 

Date: 29 Nov 1965 
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4. The provisions in subparagraphs C„ 1, 
through C„ 3„ above apply also to transmittal 
manifests (See Section G) . 


5, A document which must refer to an Agency 
employee in true name, as a W-2 Form,, or an 
enclosure giving the identity corresponding to 
an identity designator, shall be forwarded as 
a separate cover enclosure. True names must 
be preceded by proper courtesy title - kr . , 

Mrs., or IVtiss as opposed to pseudfonyms ‘Tn which 
the last name will always be typed in capital 
letters . ' ~ = — 


6, In addition to the above measures, highly 
sensitive documents should be separated into odd 
and even pages or cut vertically into two or 
more sections, each group of pages or sections 

to be forwarded separately, 

7, Excerpts of pertinent Agency regulations 
governing the above, and additional dispatch and 
pouch security considerations are attached as 
APPENDIX A. 

8, Questions concerning dispatch and pouch 
security shall be referred to the OC-Records 
Management Staff. 

D . PREPARATION OF DISPATCHES 

1 , Format 


Dispatches will be prepared on Form 
53 (See EXHIBIT A) , except those sent to stations 
where special considerations are in effect. For 
second and succeeding pages. Form 53a will be used. 
Courtesy copies may be prepared on "Letterex" paper, 
(For multiple station dispatches see paragraph F,) 


Page 4 
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b„ The notation ’’GROUP 1 - Excluded from 
Automatic Downgrading and Declassification" 
shall be stamped, or in the case of 
reproduction master, typed adjacent to 
the classification at the bottom of the 
first page of each copy. 

18. Priority and Telepouch Indica tors 

a. The indicator PRIORITY is to be used 
only for dispatches considered to be of 
such an urgent nature as to warrant 
interruption of routine dispatch process- 
ing. The indicator PRIORITY should be 
typed in capital letters just under the 
processing block. Form 160 (Priority 
Tag) should be attached to the covering 
Routing and Record Sheet, 

b. Dispatches prepared for telepouch 
are considered of such an urgent nature 
as to warrant transmission by electrical 
means. The phrase VIA TELEPOUCH should be 
inserted in the "TO:" and/or "INFO:" line 
immediately following each addressee requir- 
ing electrical transmission. Consult OC-RMS 
for detailed information on preparation of 
telepouches and stations which have an Office 
of Communications telepouch channel. 

^ ° sensitive DOCUMEN TS 

1. RYBAT or KAPOK operational dispatches will 
be prepared, coordinated, and released as a 
regular dispatch. The appropriate sensitivity 
indicator will be stamped below the defense 
classification at the top and bottom of each page. 

2. Personnel RYBATS will normally be originated 
by OC-A and released by the D/CO. The official 
record copy of personnel RYBATS will be filed in 
OC-A and a dummy dispatch indicating addressees, 
subject, and dispatch number will be prepared 
for OC-RMS files. 


28 Feb 1967 

29 Nov 1965 Page 15 
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3, Sensitive dispatches will be enveloped and delivered 
to OC-RMS Sensitive Document Unit for processing, 

F . MULTIPLE STATION DISPATCHES 

1. A dispatch addressed to four (4) or more stations 
constitutes a multiple station dispatch. These dis- 
patches are to be prepared on Form 53 and 53a in the 
same format as a regular dispatch (see EXHIBIT C) , 
except the addressee line will be left blank for later 
insertion of actual addressees. Category symbol(s) 
for standard field distribution patterns shall be used 
to inform addressees of the other field recipients 
when applicable, 

2. The original and yellow copies of Form 53 and 53a 
will be sent to PSD with a Printing Services Requisi- 
tion, Form 70b, attached indicating the number of copies 
to be reproduced for each copy, 

3. The complete list of addressee stations will appear 
only on/or attached to the official record copy. The 
originator is responsible for entering the addressees, 
assuring that proper distribution is indicated, that 
collation is completed, and that proper number of copies 
are assembled for forwarding to addressees. 

4. Multiple station dispatches are to be released in 
accordance with the provision of Section D, 16. 

G . TRANSMITTAL MANIFES T 

1. In order to eliminate unnecessary paper work, the 
use of Form 1236, Transmittal Manifest (EXHIBIT D) , 
is encouraged as a substitute for a transmittal dis- 
patch when the material being forwarded requires 
minimum explanation or directions. The transmittal 
manifest will show the quantity of each item being 
transmitted , 

2. The transmittal manifest shall be prepared 
ih a sterile form and in the same manner 


* 28 Feb 1967 ^ 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

2. Addressee 


25X1 A 


a. Usually the addressee will be the 
officer in charge of the communications 
installation and shall be indicated as 
appropriate . 


25X1 A 


25X1 A 


I') Chief. Area. City (e . g , , 


(2) Communications Officer, City 
(e.g., Communications Officer, 



(3) Senior Communications Officer, 
City (where such designations are 
authorized) . 



b. Exceptions to the above method of 
addressing dispatches are authorized 
wherever considered more appropriate to 
the OC field component. These exceptions 
will be announced by means of a notice. 


c. In cases where it is necessary to 
address the DDP representative the 
address is Chief of Station, City; 
or Chief of Base, City. 

3 , Information Addressees 

When copies are to be sent to installa- 
tions other than the action addressee, the 
appropriate designation shall be made in 
the space marked "INFO" . 

4 . From 

Enter t he cry ptonym "Chief , 
except for and Logistics 

Supply Depo^^H(Procedures for the pre- 
paration correspondence are found 


25X1A 


25X1 A 
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in APPENDIX R , and 

Logistics Supply Depots in APPENDIX C.) 

5 . Subject 


Subjects are to be brief yet specifically 
define the matter discussed. Special indica- 
tors may be used and are to be typed in 
capital letters immed^^e^^ preceding the 
subject. Example: ^^^^^Bvertime Pay- 
ment - Joseph A. DO^^^^^™ 

6 . Action Required/Reference 

a. The indication of ’’Action Required” 

is optional. If used, write a brief 
statement such as ’’None”, ’’For Informa- 
tion Only”, ’’See para below”, etc. 

b. References to dispatches shall be 

by number and date. References to cables 
shall be by station or Headquarters 
DIR/WASH number and date. They shall 
be typed in the space immediately below 
’’Action Required”. References may be 
listed one below the other or, to 
conserve space, arranged across the 
page. 

7 . Processing Block 


The ’’Processing Block” is for the 
Clandestine Services only and is to be 
ignored. 

8. Content 


a. Dispatches shall be limited to 
official business. 

b. No more than one specific subject 
will be covered in a dispatch. 
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APPENDIX E. Multiple station dispatch 
jjisLtructions are contained in Section 

€35 


(3) If appropriate that field 
recipients be aware of Headquarters 
distribution, the Headquarters 
Distribution Category Symbol will 
be used. (See APPENDIX E) . 


k 

c . Headquarters Distribution 

The listing of Headquarters offices 
receiving distribution will be shown at 
the lower left of the dispatch copies 
retained at Headquarters. 


14. Qgiginator 


The originating officer shall sign his 
true name on the yellow copy of Form 53. 

15. Coordination 

a. The originator of a dispatch shall 
determine the extent of coordination 
required, consistent with geographic, 
operational, and support considerations. 

b. Coordinating officers, within their 
spheres of responsibility, shall determine 
whether a dispatch is consistent with 
approved plans, policies, and procedures.. 
Coordinators will sign the yellow copy 

of Form 53 in true name. 

c. Dispatches which are addressed to 
stations under the cognizance of more 
than one Division should be coordinated 
with each Division. 

16. Release 


a. Chiefs and Deputy Chiefs of Divisions 
are authorized to release dispatches 
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25X1 A 


25X1 A 


within their geographical areas of 
responsibility. Those which transcend 
the responsibility of more than one 
Division, raise a question of policy, 
initiate or significantly affect 
activities or projects, commit funds, 
deny a request or disapprove an action 
or are apt to raise a controversy, shall 
be released by the D/CO, DD/CO, or 
Chief, OC-O. Chief or Deputy Chief, OC-SPS 
w^L^re^as^dispatches addressed to Chief, 

Releasing officers shall 
determine, and by thelr;^signature 
certify, that the dispatch: 


(1) Has been properly classified, 
sterilized, addressed, and coordinated. 

(2) Is applicable, appropriate, and 
consistent with approved plans, 
policies, and procedures. 

(3) Is consistent with operational 
and security considerations pertinent 
to the subject matter and to the 
addressee, 

f 

(4) Is consistent with the limita- 
tions regarding material which may 
be sent by pouch (see Section I). 


b. The releasing officer shall sign his 
true name on the yellow copy of Form 53 
an^Ms pseudonym initials after Chief, 
on the "FROM" line; except when 
the releasing officer is the same as the 
signing officer, the initials may be omitted. 


17. Security Classification and Group Marking 


a. The appropriate defense classifica- 
tion will be stamped or typed at the 
top and bottom of each page of all copies 
of a dispatch and its enclosures. If 
typed, capital letters separated by 
hyphens will be used, as S-E-C-R-E-T. 
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110.1 APPENDIX A 


DISPATCH AND POUCH SECURITY GUIDE 


25X1 A 


25X1 A 


25X1 A 


25X1A 


1. In order to provide Office of Communications 
personnel with guidance for the preparat ion of communi- 


cations to be forwarded via the 
excerpts of pertinent Agency re 
below. 


pouch channel, 
are quoted 


2. "Cryptonyms , pseudonyms, or identity desig- 
nators will be used for; 



^^agencies, officials 
s^sitive operational 


, or installa- 
relationships 



'Foreign 

sensitive 


officials or installations 
operational relationships with 


c. 'Foreign or domestic associations, 
business organizations, political organizations, 
or publications having sensitive operational 
relationships with 

d. 'Geographic locations, places, or area 
when the relationship or activity under discussion 
is sensitive. 


25X1 A 


25X1 A 


e. 'Special over-all subject matters where 
required by particular sensitivity. 

'NOTE: interprets the above to 

apply also to sensitive targets and other 
reports such as descriptions of audio 
operations, defector operations, PM, and 
other penetration operations into denied 
areas , and the like . 

f . 

of other 


IStaff personnel; st aff pers onnel 

— field 


loffices assigned to 


25X1 A 


25X1A 
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25X1 A 


25X1 A 

25X1A 
25X1 A 

25X1A 


installations on a 
staff personnel of 
involved in suppor 



hange of station basis 
Inistrative offices 
field installations. 


f 


g. 'Agent-type personnel (including staff 
agents, career agents, contract agents, and field 
agents) and indivi duals ha ving sensitive operational 
relationships with ■■■■■. 


h. and components thereof, except 

those subordinate elements of ^^^^^for which no 
cryptonyms are in effect. 


i, 

title 


IS 


'Covei 
desirable . 


installations where a short 


j. 'Cover programs, projects, or operations." 
3 . Biographic Information 


a. "PHS's, PRQ's, or other questionnaire 
forms containing biographic data will be trans- 
mitted as a separate cover enclosure by true- 
name pouch. 

'NOTE: The section of a PHS or of a 

biographic profile dealing with an employee's 
Agency training and job history within the 
Agency may be included in or with the trans- 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment , 

b. 'Biographic information not in questionnaire 
form will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history." 
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4 . Use of Code Designations 

fact that a code designation for a 
non^^^^^^Hent ity is available does not mean 
tha^^^^^ffiuld be used in every instance. Code 
designations will be used only when disclosure of 
the true identity of persons, organizations, or 
activities would reveal covert orsensitive 
relationships in connection withH|||||||| or when 
such disclosure wou ld be h armful^W^rimental 
to the interests of or the persons, 

organizations, or acTI^Wies concerned." 

b. "Code designations and the true identities 
thereof will not be transmitted to and from the 
field in the same cable, dispatch, or pouch." 

c. "Cryptonyms and pseudonyms will not be 
used in communications when their true meaning 
is clearly deducible from the content of the 
message. (In the event that a communications 
cannot be worded in such a manner to eliminate 
revealing words or phrases, identity designa- 
tors will be used in place of cryptonyms and 
pseudonyms . ) " 

d. "Aliases will not be used in communica- 
tions between Headquarters and the field. 

'NOTE: Since aliases are used overtly, 

they should be regarded and treated as true 
names. Thus, aliases may be sent to and 
from the field as separate cover attachments 
so that Headquarters will be aware of their 
use and be able to card them, but individuals 
should not be referred to by alias in a 
dispatch as a means of identifying an 
individual any more that you would use any 
other sensitive true name (such as that of 
an Agency employee or a sensitive target 
true name) . " 

5. Enclosures 

"All enclosures to a dispatch will be 
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prepared on plain paper without 



watermark. 


'NOTE: This require ment is made to allow: 

(1) plausible denial Interest, 

and (2) passage to personnel unwitting of that 
Interest should the occasion arise and the 
contents permit it.” 


6. True-Name Material 


a. "Material which by lts\^ry nature must 
contain the true names of personnel or of 

persons, organizations, places, etc., havin^^^ 
sensitive operational relationships with 
will be transmitted to the field (as set forth) 
below. 


'NOTE: The^^^^^^l indicator does not 

authorize indiscriminate use of true names in 
correspondence with the field." 

b. "True-name material will not be included 
in or attached to a dispatch, but will be sent 
as a separate cover enclosure to a transmittal 
dispatch . " 

c. "The transmittal dispatch will be signed, 
as in any other case, in pseudonym." 

d. "True-name material will always constitute 
a separate pouch; it will not be included in a 
pouch containing sterilized material, nor will it 
be Included in the same pouch with its transmittal 
dispatch, or any other dispatch, or any material 
which would identify the pouch as having originated 
in this Agency.” 

e. "A true-name pouch will not be used for 
the transmission of unsterilized material except 
as outlined abo-Ve." 


25X1A 

25X1 A 


25X1 A 

25X1 A 

25X1 A 
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3 . Waivers 

a. OC-RMS is to be notified as to size, 
weight, and content of packages or crates 
of equipment and other articles exceeding 
established pouch size and weight 
limitations in order to make the necessary 
arrangements for preparation and delivery 
to the appropriate courier services. 

OC-RMS should also be informed as to 
deadline dates by which such materials 
are due in the addressee station. 

b. Restrictions on shipment of contra- 
band material may not be waived. 

4 . Special Shipments 

at Staffs originating shipments of 
equipment to be forwarded through 
classif iedtpouch channels have the 
responsibility lor notifying the field 
that such shipments are enroute if 
such notification is necessary. 

b. OC-RMS will^. establish the pouch 
channel and proper addresses, obtain 
dates of the estimated arrival of the 
equipment in the field, if available 
and required; and will provide this 
information to the Staffs upon request. 

J. HAND-CARRIED CLASSIFIED MATERIALS 

1 . Formal Authorization Mandatory 

Under no circumstances shall classified 
material be hand carried to the field by 
persons who do not have proper approval. 

This includes equipment of a classified 
nature which ordinarily would be tilftns- 
mitted by pouch. Because of the security 
hazard, material shall be hand carried 
only in emergency situations where the 
necessity for immediate delivery outweighs 
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the possibility of a compromise of security. 

2 . Request for Approval 

If the office head concerned considers 
it essential that material be hand carried, 
he shall request approval by forwarding * 
three completed copies of Form 1804, Request 
for and Appointment of Special Courier, 

(see EXHIBIT E ') , to Chief, OC-RMS along with 
the material to be hand carried at least 
one full working day in advance of the 
individual's departure. This will allow 
sufficient time for preparation of the pouch 
and approval of the special courier appoint- 
ment to be granted or denied. 

3. Release of Pouch 


If approval is granted, OC-RMS shall 
prepare the pouch and will brief the special 
courier . 

4. Pouches Hand Carried from the Field 


An employee authorized by a Chief of 
Station or Base or an OC Area Chief to hand 
carry material to Headquarters shall deliver 
it immediately, unopened to the Chief, OC-RMS, 
for processing in accordance with normal 
procedure for incoming material. Should he 
arrive during non-working hours he shall ^ 
leave the material with the OC-Signal Center 
Duty Officer for delivery to OC-RMS at the 
beginning of the next working day. 

K. REPOUCHING OF LATERAL POUCHES /DISPATCHES 

Lateral dispatches or pouches when received 
in OC-RMS are repouched to the addressee station 
unless the station is in a satellite country. 

In the latter case these are referred to the 
appropriate Division for action. OC-RMS, how- 
ever, must be notified of the disposition of 
the pouch. 
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110.1 APPENDIX C 


PREPARATION OF CORRESPONDENCE FOR 
OFFICE OF LOGISTICS SUPPLY DEPOTS 


REFERENCE: Office of Logistics Correspondence Pro- 

cedure (LI 42-100-5) 


I. FORMAT 

Correspondence is to be prepared on sterile bond 
paper using the s tandard memora nda format for CIA 

II . ADDRESSEE AND ORIGINATOR 

Correspondence is to be addressed to "Communi- 
cations Officer, ^Depot" from "Director of 

Communications" . 

III. CONTENT 

The content of the correspondence is to be in 
true name. No Agency cryptonyms or other inteliigence 
terminology will be used. "Organization" or "Head- 
quarters" will be substituted for the term "CIA" or 
"Agency" . 

IV . NUMBERING OF CORRESPONDENCE 

The correspondence will be numbered in the \ 
originating Division or Staff dispatch symbol and i 
numerical series. 

V. DISTRIBUTION 

Correspondence is to be prepared in the number 
of copies as indicated below: 

Original and one tissue )to be forwarded to 

Logistics Supply Depot 
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Tissue, white )1 each to following: 

OC-S/C, chrono, and 
other files are required 

Tissue, Yellow )Official Record Copy 

VI . SIGNATURE, COORDINATION. AND RELEASE 

A. Chiefs and Deputy Chiefs of Divisions and 
Staffs or other authorized signing officers will sign 
this correspondence, in TRUE NAME. The originator 
shall determine the extent of coordination required. 

OC-S/C is responsible for the Logistics Supply Depots 

and will be the releasing office for Depot correspondence. 

B. Divisions and Staffs may prepare correspondence 
for the signature (TRUE NAME) and/or release by OC-0 
DD/CO, or D/CO. 
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110.1 APPENDIX D 

OFFICE OF COMMUNICATIONS DISPATCH SYMBOLS 

OC D/CO, DD/CO, OC-0, OC-EXO, OC-P 

AD Americas Division 

AFD Africa Division 

ASD Asia Division 

ED Europe Division 

MD Middle East Mediterranean Division 

ADM Administration Staff 

CY Security Staff 

ENG Engineering Staff 

OS Operations Support Staff 

RMS Records Management Staff 

SIG Signal Centers 

SP Special Programs Staff 

T Telecommunications Staff 
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OFFICE OF COMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


25X1 A 


1 . Field Category Symbols 

A. All Major OC Field Activities 

B. Stations which have personnel assigned by OC 
(Does NOT include Category A) 

C. Stations at which Communicators are other than 
OC personnel (Does NOT include Category A or 

B Stations) 

D. Field Stations under Headquarters jurisdiction 
(Exempted Activities) 


Area plus B - An Area Headquarters plus all OC 
manned stations under its juris- 
diction (e.g., milllH plus B) 

2. Headquarters Category Symbols 

1. D/CO, DD/CO, OC-0, OC-EXO, OC-RMS 

2. nistribution 1 plus Staff and Division Chiefs; 

25X1 A ’ 

3. Distribution 2 plus Branch Chiefs 

4. Distribution 3 plus Section Chiefs 

5. Distribution to all employees at Headquarters 

6. Each Career Panel, plus DD/CO and Chairman of 
the OC panels 
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7. Special distribution at the request of the 

originator (i.e., DDP, DDS, DDI , and/or DDS&T) 


3. Publication Distribution 


Exceptions to standard distribution category 
symbols occur when distribution of publications are 
made to an established list of addresses. In these 
jssee line will read; TO: All (i.e., 
The distribution will then read: 
[holders 1 cy each. 



Page: 2 


Date: 29 Nov 1965 


Approved For Release 89(EMi9/B3-Eem-RDP79-00657A000300060001-4 


Approved For Release 20g1_/g9/g3 j^C^-i|lDP79-00657A000300060001-4 


OFFICE OF COMMUNICATIONS ORDERS _ 110. DISPATCHES 


TABLE OF CONTENTS 


110.1 DISPATCH AND POUCH PROCEDURES 
/ey/'€ 


Date: 25 Mar 1966 Page: 

Approved For Release 200^0^0 St^U&rT)P79-00657A000300060001-4 


1 



Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 

S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 


110.1 DISPATCH AND POUCH PROCEDURES 
A. GENERAL 


25X1 A 


25X1 A 


This Order prescribes procedures for the prepara- 
tion and forwarding of dispatches an^^^her documents 
to field installations through the pouch 

channel . 


B. DEFINITIONS 
1 . Dispatch 


A dispatch is an official, written, sterilized 
communication transmitted by pouch. 

2 . Pouch 


A pouch consists of a series of envelopes or 
wrappings, enclosing dispatches or other official 
material appropriately addressed to effect trans- 
mission through secure channels between Head- 
quarters and a field installation. 

* 3 

is the special Indicator assigned 
to of Communications pouch channel. 

The channel is limited to correspondence and 
other material dealing with: (a) cryptography; 

and (b) the technical operation and administra- 
tionofthe Agency communications system. The 
channel is not cleared for COMINT 

material. 


25X1 A 4. CRYPTO 

The indicator CRYPTO is used to identify 
Office of Communications material dealing with 
sensitive cryptographic topics. Correspondence 
in this category relates to or contains substan- 
tive information on key generation methods for 
staff cryptosystems; cryptanalytic evaluation of 


* 28 February 1968 
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110.1 DISPATCH AND POUCH PROCEDURES - conf d 

staff keying material and cryptosystems; vulner- 
abilities of cryptographic and related equipment; 
violations of cryptosecurity which would lead to 
cryptanalytic exploitation. This applies also to 
communications security matters relating to other 
U.S. government agencies and foreign governments. 

a. Contents of thi 
will include: 

(1) Dispatches on subjects designated 
CRYPTOGRAPHIC. 

(2) Actual keying material (pads, tapes, 
keylists, etc.) and covering dispatches. 

(3) Registered cryptographic material, 
devices and documents (whether or not a 
cryptographic clearance is required for 
access thereto), and their cover 
d ispatches . 

i'4'> Any "Cryptographic Clearance 
Required" correspondence material. 

b. CRYPTO pouches are prepared by the Office 
of Communications, Security Staff. 

* 5 . Sensitivity Indicator 


pouch 


a RYBAT is a sensitivity indicator used 
to insure special handling, restricted 
distribution, and maximum security of sensitive 
operational and administrative dispatches. 

b. RYBAT is used when a dispatch contains 
matter which affects high policy, or concerns 
administrative, personnel or operational 
matters of such sensitivity that initial 
cognizance should be limited to the Office of 
Communications Area Chief, or a Chief of a 
DDP Station or Base. 
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* 

C. SECURITY 

1. Dispatches shall be written in such a way as 
to prevent the disclosure of sensitive information to 
unauthorized persons. To a certain extent this can be 
achieved by care in writing the dispatch, omitting 
unessential information and recasting or paraphrasing 
that which must be included j cryptonyms and 
pseudonyms shall be used as necessary. They shall 
not be used in conjunction with their true names or 
with other information which tends to reveal or 
confirm their true identities. If a cryptonym or 
pseudonym does not exist, or if the meaning of the 
cryptonym or pseudonym would be apparent from the 
context, reference shall be made instead to: "Identity 
A", "Identity B" , etc. In this case, the true name 
corresponding to the identity reference shall be sent 
by separate cover enclosure or if necessary by cable. 
The true name of the Agency or of distinctive com- 
ponents of the Agency shall never be used in a 
dispatch. Reference shall not be made in true name 

to the U.S. Government or to elements thereof. 

2. True names of Agency employees shall not be 
used in dispatches, 

3. Biographic information which would identify 
staff or agent personnel, or prospective personnel, 
shall be transmitted by separate cover enclosure in 
which the true name, pseudonym, cryptonym, or social 
security number of the individual shall not appear. 

In the related dispatch, the individual shall be 
referred to by pseudonym, cryptonym, or identity 
designator, as appropriate. If an identity designator 
is used, the name corresponding to the designator 
shall be given in a separate cover enclosure. 
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4„ The provisions in subparagraphs C.,1. 
through C., 3., above apply also to transmittal 
manifests (See Section G) . 

5. A document which must refer to an Agency 
employee in true name, as a W-2 Form, or an 
enclosure giving the identity corresponding to 
an identity designator, shall be forwarded as 
a separate cover enclosure. True names must 
be preceded by proper courtesy title - Mr., 

Mrs., or Miss as opposed to pseudonyms in which 
the last name will always be typed in capital 
letters . 


6. In addition to the above measures, highly 
sensitive documents should be separated into odd 
and even pages or cut vertically into two or 
more sections, each group of pages or sections 

to be forwarded separately. 

7. Excerpts of pertinent Agency regulations 
governing the above, and additional dispatch and 
pouch security considerations are attached as 
APPENDIX A. 

8. Questions concerning dispatch and pouch 
security shall be referred to the (XJ-Records 
Management Staff. 

D. PREPARATION OF DISPATCHES 

1 . Forma t 

Dispatches will be prepared on Form 
53 (See EXHIBIT A), except those sent to stations 
where special considerations are in effect. For 
second and succeeding pages, Form 53a will be used. 
Courtesy copies may be prepared on "Letterex" paper, 
(For multiple station dispatches see paragraph F.) 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 


110,1 DISPATCH AND POUCH PROCEDURES - con»t 


2. Addressee 


* a. The addressee will be the officer In charge 
of the communications installation and shall 
be addressed; 

Area, City (e.g., Chief, 

25X1 A 

(2) Senior Communications Officer, Country 
or State (see APPENDIX E) 

(3) Chief, Cryp tonym, City (e.g., Chief, 

25X1A be used when address- 

ing corresponcfence to a Relay FaciJit*f« 


25X1 A 
25X1 A 

25X1 A 

25X1A 



ixeeptlQfls to tho above method of address- 
ihf dispatches will be anaoytieed by a aetioe» 


e. When it is peeessaTy to address the senior 
BSP representative the address is Chief of 
itation, City I or Chief of Base, City. 

^ Oh Ad dr e^sj e i 

When oopies are to be sent to installations 
ether than the aotien addressee, the appro-i 
prlate designation shall be made In the spaoe 
marked ’’INfO”. 

* 10 February li?0 
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% 

4. From Is , 

Enter the cryptonym "Chief, 
for Office of Logistics Supply 
ures for the preparation of Logistics Supply 
Depots are in APPENDIX C) . 

5. Subject 



except 

Proced- 


25X1 A 


Subjects are to be brief yet specifically 
define the matter discussed. Special indicators 
may be used and are to be typed in capital letters 
25X1A immediately preceding the subject. Example: 

Overtime Payment - Joseph A. DOE. 

6. Action Required/Reference 

a. The indication of "Action Required" is 
optional. If used, write a brief statement 
such as "None", "For Information Only", 

"See para below' J etc, 


b. References to dispatches shall be by 
number and date. References to cables 
shall be by station or Headquarters number 
and date. They shall be typed in the space 
immediately below "Action Required", Ref- 
erences may be listed one below the other 
or, to conserve space, arranged across the 
page, 

7. Processing Block 


The "Processing Block" is for the Clandes- 
tine Service only and is to be ignored, 

8 , Content 

a. Dispatches shall be limited to official 
business , 

b. No more than one specific subject will be 
covered in a dispatch. 
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110.1 DISPATCH AND POUCH PROCEDURES - con*t 
* 9. Signature 


The D/CO, DD/CO, OC-0, and Chiefs and Deputy 
Chiefs of Staffs and Divisions, except for the 
Operations Staffs, are authorized to sign dispatches 
Dispatches originated by the OC Operations Staffs 
will be signed by the OC-0, DD/CO, or the D/CO, 

10. Date 


a. The date the dispatch is prepared will 
be typed by the originating office at the left 
below the text on all Headquarters copies. 

b. The date of actual release (which will 

be the date used whenever referring to a dispatch) 
will be typed or stamped at the right, in the 
space provided by the releasing office. 

♦ 11 . Dispatch Symbols and Numbers 

a. Dispatches will be numbered with the 
appropriate Division or Staff symbol (as follows) , 
followed by the last two digits of the current 
year, and numerical series beginning with 001. 

On 1 January of each year, the numerical series 
will revert to 001. Example: ADM 69-001. 

COMPONENT DISPATCH 


D/CO 


OC 

DD/CO 


OC 

Executive Assistant 
Special Assistant for 

Research 

OC 

and Development 


OC 

Special Assistant for 

NCS 

OC 

Chief of Operations 


oco 

Africa Staff 


oco 

Americas Staff 


oco 

Europe Staff 


oco 

Far East Staff 


oco 

Middle East Staff 


oco 
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110.1 DISPATCH AND POUCH PROCEDURES - con't 


* ■ COMPONENT DISPATCH 


Administration Staff ADM 

Career Management and Training 

Staff CMS 

Communications Security Staff CY 

Program Coordination Staff OC 

Covert Communications Division CCD 

Special Programs Divison SPD 

25X1A Staff Communications Division SCD 


b. The originator of a dispatch will obtain 
the appropriate number from the respective Division 
or Staff registry. If, after a number has 

been obtained, a dispatch should be cancelled, 
the issuing Division or Staff is to be notified 
immediately . 

c. Should the same number be assigned to 
two separate dispatches, the issuing Division or 
Staff will rectify the error as follows; 

(1) If the dispatch has not been 
pouched, a new number will be assigned to 
the dispatch bearing the latest date. 

(2) If the dispatch has been pouched, 
the dispatch bearing the latest date will 
be amended by the addition of the letter 
"A" e.g., ADM 65-001 becomes ADM 65-001-A. 

In this case the Division or Staff con- 
cerned will be responsible for notifying 
the field. 
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DISPATCHES 


12. Enclosures 

a . Preparation 

(1) A complete set of enclosures, if 
available, will accompany each copy of the 
dispatch sent to the action addressee, and 
where possible or applicable, with the 
information copies. 



(3) The following notation will be 
either typed at the top of the enclosure 
or on a separate sheet of paper and securely 
fastened to the enclosure: 

"Enclosure No. to Dispatch 

No. for Station 

or 

"Separate Cover Enclosure(s) No. 

to Dispatch No. for Station_ 


25X1 A 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

b . S t er i lizat ion 

Enclosures are to be prepared in a 
sterile form, following the same pro- 
cedures for dispatches and other official 
documents . If enclosures cannot be 
sterilized (received from another 
office already prepared, etc,), other 
appropriate means, such as split 
transmission shall be used. 

c , Listing on Dispatch 

(1) Enclosures will be listed at 
the lower left of the dispatch, 
two spaces below the typed name of 
the signer, with an indication of 
the number of copies of each 
enclosure, for example; 

Enclosures : 

1. DF Logs (1 copy) 

2, Monitor Logs (2 copies) 

(2) If the text of the dispatch 
consists merely of a transmittal 
sentence and a tabulated list of 
enclosures, it will be sufficient 
to indicate at the lower left, 
below the message, the following; 

Enclosures; (number) as stated 

d , F ragile Enclosures 

When enclosures require careful 
handling during Headquarters processing 
and upon arrival at their destination, 
the following precautions will be taken; 

(1) The transmittal dispatch will 
clearly indicate the nature of the 
enclosures . 

(2) The enclosures will be placed 
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OFFICE OF COMMUNICATIONS ORDERS 

in a sealed envelope which will bear 
the dispatch number and the notation 
"FRAGILE ENCLOSURE — DO NOT FOLD, 
BEND, STAPLE, MARK OR EXPOSE TO 
LIGHT". This envelope will be 
clipped to the dispatch in such a 
manner as not to damage the contents , 

(3) Fragility of the enclosures 
will be noted in the listing on the 
pouch manifest and on the innermost 
pouch wrapper by OC-RMS , 

Separate Cover Enclosures 

(1) The notation "UNDER SEPARATE 
COVER" or "USC" will be typed 
beside the listing of enclosures 

on the dispatch when the enclosures 
will not accompany the dispatch, 

(2) Separate cover enclosures do 
not require a transmittal dispatch 
when forwarded. This applies also 
to the f orwarding of identities 
(see Section C) . 

(3) . When the dispatch and separate 
cover enclosures are sent to OC-RMS 
under a sfpgle routing sheet, the 
forwarding office will call specific 
attention on the routing sheet to 
the fact that the enclosures are 

to be forwarded by separate pouch. 

(4) Separate cover enclosures to 
transmittal manifests o r transmittal 
dispatches addressed to 
und^^^^lor their f 

will be forwarded by OC-RMS prior 
to their respective transmitting 
document , 


25X1A 
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f . Separate Cover True Name Material 


In order to eliminate the necessity for 
the preparation of transmittals for certain 
types of true name material normally forwarded 
to the field as separate cover enclosures, 
the following procedures are to be followed: 

(1) Documents covering actions of a 
personnel nature such as travel orders, 
career service actions, biographic 
sketches, etc., will be listed on a pouch 
manifest as items under the true name of 
the individual concerned. If there is an 
identifying number to the document, this 
will be shown in the column under "Dispatch 
Number". Items such as Credit Union 
Statements, W-2 Forms, etc., will be 
entered only as items showing the total 
enclosed . 

(2) The pouch manifest will be addressed 
in the same manner as a dispatch, but it 
will carry no signature. As the pouch 
manifest is a three-part set, a copy for 
the releasing Division, or originator if 
required, can be provided by adding a 
sheet of "Letterex" paper at the time of 
preparation . 

(3) The manifest will be released by 

the appropriate Division on the pink copy. 

(4) All copies of the manifest and 
attachments will be forwarded to OC-RMS 
which will assign a Headquarters pouch 
number, enter the date, and distribute 
the manifest copies. 

(5) A sample manifest is attached as 
EXHIBIT B. 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 DISPATCH AND POUCH PROCEDURES - con’t 
13. Distribution 


a. Number of Copies 


Dispatches will be prepared in the number 
of copies indicated below: 


♦3 copies 


All OC Area Headquarters. 


*2 copies 


Chiefs of Stations and 
Bases . 


*1 copy ^jA|||||||||ig;ations Officers, 

elements , and 
^^le^commun i c a t i on s 
facilities . 


Yellow Copy Official Record Copy, 

Blue Copy Official Chrono Copy. 


Other Copies Division and other Head- 
quarters distribution as 
required . 


b . Field Distribution 

(1) A listing of addressee field stations 
not covered by a category symbol will 
appear at the lower left of the dispatch 
below the listing of enclosures. An 
indication of whether enclosures are 
included will follow each addressee listed. 

(2) Dispatches which fall under the 
Office of Communications Standard 
Distribution Categories will use 
the category symbol listed in 


25X1A 
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OFFICE OF COMMUNICATIONS ORDERS 110, DISPATCHES 

110,1 DISPATCH AND POUCH PROCEDURES - cont'd 

APPENDIX D. Multiple station dispatch instructions are 
contained in Section F. 

(3) If appropriate that field recipients be aware of Headquarters 
distribution, the Headquarters Distribution Category Symbol 
will be used (see APPENDIX D) . 

c. Headquarters Distribution 

The listing of Headquarters offices receiving distribution will 
be shown at the lower left of the dispatdi copies retained at 
Headquarters . 

14. Originator 

The originating officer shall sign his true name on the yellow copy 
of Form 53. 

15, Coordination 

a. PC Originated Dispatches 

(1) The originator of a dispatch shall determine the extent 
of coordination required, consistent with geographic, 
operational, and support considerations. 

*(2) The originator of a dispatch will ensure that coordinating 
signatures are obtained in the following order: 

(a) OC, Satellite Buildings. 

(b) OC, Headquarters Building. 

(c) OC Operations Staffs . 

(d) Coordination other than OC. 

(3) Coordinating officers, within their spheres of responsibility, 
shall determine whether a dispatch is consistent with approved 
plans, policies, and procedures. Coordinators will sign the 
yellow copy of Form 53 in true name. 
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110.1 DISPATCH AND POUCH PROCEDURES - cont'd 


(4) Dispat^es shall be coordinated with the apypropriate 

Operations Staff. Dispatches addressed to more than two 
OC areas need not be coordinated with the OC Operations 
Staffs . 

b* Non-OC Originated Dispatches 

In instances where coordination is sought on dispatches originated 
outside OC, the OC contact point will ensure that formal coordi- 
nation is also effected with other OC Divisions and/or Staffs 
as appropriate . 

16. Release 


*a. 


All dispatches and transmittals will be released by the D/CO, 
DD/CO, or OC-0. Those which raise a question of policy, initiate 
or significantly affect activities or projects, deny a request 
or disapprove an action or are apt to raise a controversy, shall 
be prepared for the signature of th^^ and shall normally 
be released by the D/CO or DD/CO. ^^^^Hwill release dispatches 
addressed to stations under their ^S^nizance. Releasing 
officers shall determine, and by their signature, certify that 
the dispatch: 


Cl) Has been properly classified, sterilized, addressed, and 
coordinated. 


(2) Is applicable, appropriate, and consistent with approved 
plans, policies, and procedures. 

C3) Is consistent with operational and security considerations 
pertinent to the subject matter and to the addressee. 

(4) Is consistent with the limitations regarding material which 
may be sent by pouch (see Section I) . 


b. The releasing officer shall sign his true name on the yellow 
25X1 A copy of Form 53 and his pseudonym initials after 

the "FROl^' line; except when the releasing office^^b^Sne 
as the signing officer, the initials may be omitted. 


25X1A 
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OFFICE OF COMMUNICATIONS ORDERS 

110 . 1 DISPATCH AND POUCH PROCEDURES - cont'd 


110 . DISPATQffiS 


17. Security Classification and Group Marking 

a. The appropriate defense classification will be stamped or typed at 
the top and bottom of each page of all copies of a dispatch and its 
enclosures. If typed, capital letters separated by hyphens will be 
used, as S-E-C-R-E-T. 

b. The notation "GROUP 1 - Excluded from Automatic Downgrading and_ 
Declassification" shall be stamped, or inthe case of reproduction 
master, typed adjacent to the classification at the bottom of the 
first page of each copy. 


18. Priority and Telepouch Indicators 

a. The indicator Priority is to be used only for dispatches considered 
to be of such an urgent nature as to warrant interruption of routine 
dispatch processing. The indicator PRIORITY should be typed in 
capital letters just under the processing block. Form 160 (Priority 
Tag) should be attached to the covering Routing and Record Sheet. 

*b. Dispatches prepared for telepouch are considered of such an urgent 
nature as to warrant transmission by electrical means. The phrase 
VIA TELEPOUCH should be inserted in the "TO:" and/or "INFO:" line 
immediately following each addressee requiring electrical trans- 
mission. See OC Order 110.2, Telepou^_ System, APPENDIX A for 
a listing of Authorized Telepouch Facilities. 


E. SENSITIVE DOCUMENTS 

1. RYBAT operational dispatches will be prepared, coordinated, and released 
as a regular dispatch. The sensitivity indicator will be stamped below 
the defense classification at the top and bottom of each page. 

2. Personnel RYBATS will normally be originated by OC-A and released by 
the D/CO. The official record copy of personnel RYBATS will be filed 
in OC-A and a dummy dispatch indicating addressees, subject, and 
dispatch number will be prepared for OC-RMS files. 

3. Sensitive dispatches will be enveloped and delivered to OC-RMS Sensitive 
Document Unit for processing. 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 DISPATCH AND POUCH PROCEDURES - cont'd 

F. MULTIPLE STATION DISPATCHES 

1. A dispatch addressed to four (4) or more stations constitutes a 
multiple station dispatch. These dispatches are to be prepared 
on Form 53 and 53a in the same format as a regular dispatch 
(See EXHIBIT C) , except the addressee line will be left blank 
for later insertion of actual addressees. Category symbol (s) 
for standard field distribution patterns shall be used to 
inform addressees of other field recipients idien applicable. 

2. The original ^d yellow copies of Form 53 and 53a will be sent to 
PSD with a Printing Services Requisition, Form 70b, attached 
indicating the number of copies to be reproduced for each copy. 

3. The complete list of addressee stations will appear only on/or 
attached to the official record copy. The originator is 
responsible for entering the addressees, assuring that proper 
distribution is indicated, that collation is completed, and 
that proper number of copies are assembled for forwarding to 
addressees . 

4. Multiple station dispatches are to be released in accordance 
with the provision of Section D, 16. 

G. TRANSMITTAL MANIFEST 

*1. In order to eliminate unnecessary paperwork, the use of Form 
1236a, Transmittal Manifest (EXHIBIT D) , is encouraged as a 
substitute for a transmittal dispatch when the material being 
forwarded requires minimum explanation or directions. The Trans- 
mittal Manifest'will show the quantity of each item being 
transmitted. 

2. The Transmittal Manifest shall be prepared in a sterile form and 
in the same manner 
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110.1 DISPATCH AND POUCH PROCEDURES - con«t 

*as a dispatch with regard to addressing, dating, 
originator, and releasing office responsibilities. 
A dispatch number will not be assigned to 
transmittal manifests, 

*3. Two (2) copies of each transmittal manifest 
are required by Area Headquarters. Other 
communication facilities will receive one copy 
of the transmittal, "Letterex" tissue should 
be used to produce additional copies as required. 

*4. Except for material specifically covered by 
special procedures, the transmittal manifest 
shall be delivered to OC~RMS with the material 
which is to be forwarded firmly attached. Any 
material which is to be forwarded separately 
shall be so identified and clipped, not stapled, 
to the transmittal. 

H. DISPATCH PROCESSING 
1. Rel easing Of fice 

a. After a dispatch has been released, 
dated, and if necessary, reproduced by the 
appropriate office, it will be assembled 
and forwarded to OC-RMS as follows under a 
Routing and Record Sheet, Form 610, upon which 
should be noted any special pouching instruc- 
tions for OC-RMS: 

(1) Copies for the addressee. 

(2) Copies to be sent to information 
addressees in the field. 

(3) Yellow official record copy with 
background material firmly attached. 

(4) Headquarters file copies. 

b. Enclosures forwarded with the dispatch, 
either to the action addressee or to 

* 28 February 1968 

Date: 29 November 1965 Page 17 

Approved For Release 200f/0i/0S“%i^-"FS)P79-00657A000300060001-4 



Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 

S-E-C-R-E-T 
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110.1 DISPATCH AND POUCH PROCEDURES - con’t 

information addressees, shall be firmly- 
attached to the appropriate copy of the 
dispatch . 

c. Separate cover enclosures shall be so 
identified and placed below the last copy 
of the dispatch. 

d. Form 26, Control and Cover Sheet for 
TOP SECRET Documents, is to be used on TOP 
SECRET dispatches, TOP SECRET dispatches 
must be hand carried through coordination, 
release, and delivered to OC-RMS . 

2. OC-RMS 

OC-RMS is responsible for: 

a. Screening outgoing dispatches for 
discrepancies (i.e., absence of enclosures, 
lack of appropriate number of copies, etc.) 
compliance with prescribed format, proce- 
dures, sterilization and security regulations, 
and releasing signature. 

b. Preparing and forwarding pouches, via 
normal or special channels. 

c. Arranging for shipment of oversize equip- 
ment and materials via pouch channels, 

d. Obtaining clearance and preparing pouches 
for hand carrying. 

e. Securing weight and size waivers as 
necessary . 

f. Returning to the originator material 
which is improperly prepared. 
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I . POUCH TRANSMISSION FACILITIES AND L I MITATIONS 
*1. Limi tat ionsj i^ 

"The material which the Organization forwards 
by pouch is subject to the limitations applicable 
to the diplomatic pouch. The diplomatic pouch 
is, by international agreement, to contain only 
diplomatic correspondence and documents. It is 
not to be used for personal mail. Each diplo- 
matic pouch carries an officTaT” seal and 
certification that the contents consist only of 
diplomatic correspondence and documents. The 
seal and certification, on a reciprocal basis, 
guarantee freedom from customs inspection and 
import duty. Diplomatic pouches will not be 
used for perishables, liquids, exprosives , Tire- 
arms , ammunitioF“ni’trate f ilm~‘ magnetized 
material , etc', fes'^ric^^Tohs” onT'tTie sffipient of 
of the items listed above may not be waived," 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 DISPATCH AND POUCH PROCEDURES - con*t 
4. Special Shipments 

* a. Staffs or Divisions originating 
shipments of equipment to be forwarded 
through classified pouch channels have the 
responsibility for notifying the field that 
such shipments are enroute if such notification 
is necessary. 

* b. OC-RMS will establish the pouch channel 
and proper addresses, obtain dates of the 
estimated arrival of the equipment in the field, 
if available and required; and will provide this 
information to the Staffs or Divisions upon 
request . 

J. HAND-CARRIED CLASSIFIED MATERIALS 
1. Formal Authorization Mandatory 


Under no circumstances shall classified 
material be hand-carried to the field by persons 
who do not have proper approval. This includes 
equipment of a classified nature which 
ordinarily would be transmitted by pouch. 

Because of the security hazard, material shall 
be hand-carried only in emergency situations 
where the necessity for immediate delivery 
outweighs the possibility of a compromise of 
security . 

2. Request for Approval 


If the office head concerned considers it 
essential that material be hand -carried , he 
shall request approval by forwarding three 
completed copies of Form 1804, Request for and 
Appointment of Special Courier, (see EXHIBIT E) , 
to Chief, OC-RMS along with the material to be 
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110.1 DISPATCH AND POUCH PROCEDURES - con*t 

hand-carried at least one full working day in 
advance of the individual's departure. This 
will allow sufficient time for preparation of 
the pouch and approval of the special courier 
appointment to be granted or denied. 

3 . Release of Pouch 

If approval is granted, OC-RMS shall 
prepare the pouch and will brief the special 
courier . 

♦ K. ADDITIONAL CHANNELS 


25X1 A 
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25X1A 


S-E-C-R-E-T 

OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110,1 APPENDIX A 

DISPATCH AND POUCH SECURITY GUIDE 


1. In order to provide Office of Communications 
personnel with guidance for th^Dren^jjation of communica- 
tions to be forwarded via pouch channel, 

excerpts of pertinent Agency reg^^nlWns are quoted below. 


2. "Cryptonyms, pseudonyms, or identity designators 
will be used for: 


a. 


agencies, officials, or installations 


having sensitive operational relationships 

b. 'Foreign officials or installations having 
sensitive operational relationships 

c. 'Foreign or domestic associations, business 
organizations, political organizations, or publications 
having sensitive operational relationships! 


d. 'Geographic locations, places, or area when 
the relationship or activity under discussion is 
sensitive . 


e. 'Special over-all subject matters where required 
by particular sensitivity. 

'NOTE: interprets the above to apply 

also to sensitive targets and other reports such 
as descriptions of audio operations, defector 
operations, PM, and other penetration operations 
into denied areas, and the like. 

25X1A f f personnel ; ^^af^personnel of 

other assigned Field instal- 

lations on a permanent change of station basis; staff 
25X1A personnel of ^^^^^^fedministrative offices involved 

in support Field installations. 


Date: 29 November 1965 


Page 1 


S--E-C-R-E-T 


25X1A 

25X1A 

25X1 A 

25X1A 

25X1 A 

25X1 A 
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25X1 A 
25X1 A 


S-E-C-R-E-T 


110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.1 APPENDIX A - con’t 


g. 'Agent-type personnel (including staff agents, 
career agents, contract agents, and field agents) 

and individuals having sensitive operational relation- 

h. ' ^^^^Hand components thereof , except those 
subordina^^^^fflents of^^^^^Hfor which no cryptonyms 
are in effect. 

i. 'Cover ^^^^^|installations where a short 
title is desirable. 

j. 'Cover programs, projects, or operations." 

3 . Biographic Information 

* a. "PHS's, PRQ's, or other questionnaire forms 
containing biographic data will be transmitted as 
a separate cover enclosure by true name pouch. 

'NOTE: The section of a HIS or of a 

biographic profile dealing with an employee's 
Agency training and job history within the 
Agency may be included in or with the trans- 
mittal dispatch, when it can be properly 
sterilized, or should be sent as another 
separate cover attachment to the transmittal 
dispatch; the true name or pseudonym of the 
individual should not be included in this 
attachment . 

b. 'Biographic information not in questionnaire 
form will be transmitted as a separate cover 
enclosure to the dispatch. In the enclosure 
neither code name or true name will be used to 
identify the biographic information, but the 
pseudonym may be used in the dispatch when it 
contains his Agency history." 


J 

25X1 A 


25X1 A: 
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♦ 20 May 1968 

Date: 29 November 1965 
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S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS up. DISPATCHES 

4. Use of Code Designations 


25X1 A 


25X1 A 


non- 

that 


a. ”^e fact that a code designation for a 
^^entity is available does not mean 
uld be used in every instance. Code 
designations will be used only when disclosure of 
the true identity of persons, organizations, or 
activities would reveal covert or sensitive 
relationships in connection with or when 

such disclosure would be harmful or detrimental 
to the interests of or the persons, 

organizations, or activities concerned." 


b. "Code designations and the true identities 
thereof will not be transmitted to and from the 
field in the same cable, dispatch, or pouch,” 

c. "Cryptonyms and pseudonyms will not be 
used in communications when their true meaning 
is clearly deducible from the content of the 
message. (In the event that a communications 
cannot be worded in such a manner to eliminate 
revealing words or phrases, identity designa- 
tors will be used in place of cryptonyms and 
pseudonyms . ) " 


d. "Aliases will not be used in communica- 
tions between Headquarters and the field. 

'NOTE: Since aliases are used overtly, 

they should be regarded and treated as true 
names. Thus, aliases may be sent to and 
from the field as separate cover attachments 
so that Headquarters will be aware of their 
use and be able to card them, but individuals 
should not be referred to by alias in a 
dispatch as a means of identifying an 
individual any more that you would use any 
other sensitive true name (such as that of 
an Agency employee or a sensitive target 
true name) . " 

5. Enclosures 


25X1A 


"All enclosures to a dispatch will be 


Date: 


29 Nov 1965 


Page: 3 
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S-E-C-R-E-T 


1 10. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

prepared on plain paper 'without j^^^^^fwatermark . 


'NOTE; This require ment is made to allow: 
(1) plausible denial of interest, 

and (2) passage to personnel unwitting of that 
interest should the occasion arise and the 
contents permit it." 


6 . True-Name Material 

a. "Material which b y its ve ry nature must 
contain the true names of ^^^^personnel or of 
persons, organizations, places, etc 
sensitive operational relationships 
will be transmitted to the field (as sei 
below . 


'NOTE: The I 


indicator does not 


authorize indiscriminate use of true names in 
correspondence with the field. 

b "True-name material will not be included 
in or'attached to a dispatch, but will ^e sent 
as a separate cover enclosure to a transmittal 

dispatch . " 

c. "The transmittal dispatch will be signed, 
as in any other case, in pseudonym.” 

d "True-name material will always constitute 
a separate pouch; it will not be included in a 

pouch containing sterilized ttL 

be included in the same pouch with its transmittal 
disnatch or any other dispatch, or any material 
^ii?h would identify the pouch as having originated 

in this Agency." 

e "A true-name pouch will not be used for 
the transmission of unsterilized material except 
as outlined above." 


25X1 A 

25X1 A " 

25X1A 

25X1 /C! 
25X1 A 



I 


\JPage; 4 


Date: 29 Nov 1965 


Approved For Release 2001/09fe3^l5iAWP7*9-00657A000300060001-4 



i 




Approved For Release 2001/09/03 : CIA-RDP79-00657A000300060001-4 

S-E-C-R-E-T 

OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX C 

PREPARATION OF CORRESPONDENCE FOR 

OFFICE OF LOGISTICS SUPPLY DEPOTS 

REFERENCE: Office of Logistics Correspondence Procedure 

(LI 42-100-5) 


I . FORMAT 


Correspondence is to be prepared on sterile bond paper 
^^^^^^^^^ndard memoranda format for CIA correspondence. 

II. ADDRESSEE AND ORIGINATOR 


Correspondence is to be addressed to "Communications 
Officer, Depot" from "Director of Communications". 


III. CONTENT 

The content of the correspondence is to be in true name. 
No Agency cryptonyms or other intelligence terminology will 
be used. "Organization" or "Headquarters" will be sub- 
stituted for the term "CIA" or "Agency". 

IV. NUMBERING OF CORRESPONDENCE 


The correspondence will be numbered in the originating 
Division or Staff dispatch symbol and numerical series. 


V, DISTRIBUTION 

Correspondence is to be prepared in the number of copies 


as indicated below: 

Original and one tissue 

♦Tissue, white 


) to be forwarded to 
Logistics Supply Depot 

) 1 each to following: 
OC-DO, chrono, and 
other files are required 


♦ 6 November 1967 

Date: 29 November 1965 


Page 1 
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S-E-C-R-E-T 


dispatches OFFICE OF COMMUNICATIONS ORD ERS 

110.1 APPENDIX C - con't 


Tissue, Yellow )Official Record Copy 

VI- SIGNATURE, COORDINATION. AND RELEASE 

*A. Chiefs and Deputy Chiefs of Divisions and Staffs 
or other authorized signing officers will sign this 
correspondence, in TRUE NAME. The originator shall determine 
the extent of coordination required. OC-DO is responsible 
for the Logistics Supply Depots and will be the releasing 
office for Depot correspondence. 

B. Divisions and Staffs may prepare correspondence for 
the signature (TRUE NAME) and/or release by OC-0, DD/CO 


Page 2 


* 6 November 1967 

Date: 29 November 1965 
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25X1 A 


OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 APPENDIX D 

* OFFI CE OF COMMUNICATIONS DISPATCH SYMBOLS 

D/CO, DD/CO, OC-0, OC-EXA, OC-P, OC-R&D, OC-NCS 
Africa Staff 


OC 

AFS 


25X1 A 



ES 

FES 

MES 

ADM 

CMS 

CY 

RMS 

CCD 

SCD 

SPD 


Americas Staff 
Europe Staff 
Far East Staff 
Middle East Staff 
Administration Staff 

Career Management and Training Staff 
Communications Security Staff 
Records Management Staff 
Covert Communications Division 
Staff Communications Division 
Special Programs Division 



* 21 January 1969 

Date: 29 November 1965 
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S-E-C-R-E-T 


OEFICB OF COMMUNICATIONS ORDERS 110. DISPATCHES 

*110.1 APPENDIX D 

OFFICE OF CDMMUNICATIONS DISTRIBUTION 
CATEGORY SYMBOLS 


1. Field 


Category Symbols 
A 

A Cl) 


B 


B CD 

B C2) 


C 


D 


Distributed To 


Offi ce of Communi cations Field 

Certain Senior Communications 
Officers, Certain Chiefs of 
Base Radio St ations and 
Deputy Chief, 

Stations which have personnel 
assigned by Office of Communi- 
cations 

Soviet Bloc Denied Area Stations 
except^^^^l 

Stations which have Office of 
Communications personnel receiv- 
ing limited correspondence 

Stations at which Communicators 
are other than Office of Communi- 
cations personnel, except for 
those stations listed under 
Distribution D 

Stations at which Communicators 
are other than Office of Communi- 
cations personnel receiving 
limited correspondence forwarded 
to or reviewed by another field 
station or area headquarters. 


* 15 January 1971 

Date: 14 November 1967 


S-E-C-R-E-T 
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S-E-C-R-E-T 

110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

*110.1 APPENDIX D - con't 

Category Symbols Distributed To 


E 


F 

G 

2. Headquarters 

Category Symbols 


1 


2 


3 


Generally, these stations are 
restricted in their operations 
and cannot originate or receive 
traffic or correspondence from 
any location external to the 
country in which they operate 

25X1 A 


Field Orders Manual Holders 


Distributed To 

Director of Communications, Deputy 
Director of Communications , Chief 
of Operations, Executive Assis- 
tant, OC-P, OC-RMS 

25X1A 




Distribution 2 plus Branch Chiefs 


4 


Distribution 3 plus Section 
Chiefs 


5 Distribution to all Office of 

Conraunications personnel at Head- 
quarters 


Page 2 
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S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS 
*110. 1 APPENDIX D - con't 
Category Symbols 
6 


7 


3. Publication Distribution 


110. DISPATCHES 


Distributed To 


Special distribution at the 
request of the originator, (i.e., 
DD/P, DD/I, DD/S, and/or DD/S§T. 
etc. ) 

Office of Communications Orders 
Manual Holders 


Exceptions to standard distibution category symbols occur when distri- 
bution of publications are made to an established list of addrgsseg^l^ 
these cases the addressee line wi ll read: TO: AL L (i.e., |||||||||||||m|M ^ 

The distribution will then read: holders 1 25X1A 

25X1 A 


* 15 January 1971 

Date: 14 November 1967 
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S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS 110 . DISPATCHES 

110.1 APPENDIX E * 

SENIOR COMMUNICATIONS OFFICER 

Those stations listed below are designated as 
Senior Communications Officer (SCO) and are to be 
addressed in correspondence as follows: 

Senior Communications Officer, 

Senior Communications Officer, 

Senior Communications Officer, 

Senior Communications Officer, 

Senior Communications Officer, 

Senior Communications Officer, 

Senior Communications Officer, 



* 15 June 1969 

Date: 20 May 1968 Page 1 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110.1 EXHIBIT A * 


25X1 A 


format for Pr tPar;*iP°^ Dl«T?ttcheB_ 

IaCTIOH IHUIHD - KHIItKa 

For Inforreatlon Only 




CUnK.tATKN 

S-E-C-R-E-T 



’TA TELEPOUCH. __ne £efigAi;: 


, tmutp KW tUMXtMO 

(if electrkcal 1 ransmlsalon is 


PI<Kt»IW KtIPH 


|oMY OUlUmD DI» 
WMt IMPtWHO 


PRIORITY ( 11 nec ^gsaryl 


REFS; 


A. 69-123, dtd 1 February 1969 

b! dir 12345, dtd 2 January 1969, 


1, This is a sample ^^^Bdispatch prepared on Form 53, a 
Drepunched, 5-part, carbor^^^^^eavod set. "Lettered paper may be 
used for additional copies, preparation and distribution of copies 
should be held to a minimum. 

2 Use Binffle spacing, with a double space between paragraphs 
and sub-paragraphs. A brief dispatch may be double spaced. 

3 Paragraphs will be numbered consecutively and will follow 
the indention pattern used in this sample. A single paragraph 
dispatch will not be numbered. 

4. While an actual dispatch would require copies as described 
in Section D, paragraph 13, a, this sample dispatch includes on y 
the following representative copies: 

a. The original of the official dispatch form will be 
sent to the field. Signature is in pseudonym. 
copies sent to the field addressees will be like the original. 

b The yellow copy of the dispatch is the official record 
copy.’ Signatures of the originating, coordinating, and 
releasing officers will appear below the 

true name. Other Headquarters file copies will be like the 
official record copy, however, they will not ordinarily carry 
the handwritten signature. 


- CONTINUED 


(IMS liflUHCI 10 


ovATn nawH mo wwmi 


AHM 69- 123_ ■■ 

OAMKAIKW 


3-E-C-R-E-T 


Date Released 


25X1 A 
25X1 A 

25X1 A 
25X1 A 


Date Typed 

Distribution: 

1 - X-RHS (Offi- 
cial Record 
Copy) 

1 - X-A 
I - X-CS 
1 - X-UES 


jomet 

QC-A 


Mama 


Signature True Initials I 4307 


X-ME8 


True Name Signature 


True Name Signature 


(YEIiLOW) 1 OC-O 1 

S3 uM PMvteua wirioM 

Released) 1 Tru 

DISPATCH 

1 (BLUE) 1 oC-0 

(D«t* |- 

1 Tim 

w... . 

53 UH rMVWUa IDrTlOK 

DISPATCH 


* 17 March 1969 
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S-E-C-R-E-T 


110. DISPATCHES 

110.1 EXHIBIT A - con't ♦ 


OFFICE OF COMMUNICATIONS ORDERS 


CONTINUATION OP 
OliPATCH 


8-E-C-R-E>T 




?’ r«quirei more thtn one ptsie, identify the 

sJJnSrf JUS ®'^®ceedlng pages by dispatch number as lllustrated^above 
o* “* ‘’'■“P*”" ®" Po™ S3., Continu- 

'P''® P‘®“3?nyi' algn.ture of the slgnlOB officer of a 
dispatch will be on the last page of the original 

•Isnjtdfes of the signing, coordinating, and rileas- 
cSpy?**^ P®*® “’® yello» official record 


(Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

Enclosures: 

1 (Brief description) , (Number of copies) 

2 (Brief description), (Number of copies) 

Distribution: 

Orlg b. 2 - Addressee, w/encls. 1 l^i 
1 - Communications Officer, 


25X1A 


S-E-C-R-E-T 


fOieck if 3 
|or|^mpr^e j)aged) 2 


U*< MlVtOulg IDITION. 

Ck. tiOM 

(CH^ck if 3 

W%fMI«i)aKei ) 9 

1 (BLUE) - - - 

FORM 

•C 53fl UatMtVIOu* tOiTlON 

— , , , ,.,.j 

CUkKWVCATION 



* 17 March 1969 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110.1 EXHIBIT B 


25X1 A 


□ 


CONFIDENTIAL 


pn SECRET 


POUCH MANIFEST 


FROM; Headquarters Registry, Washington, D. C. 


C-123*> 


ai reb. 1968 


OEM 

DISPATCH NO. 


1. 

AOi 68-1001 

3 ey». 

2. 

AW 68-1004 

3 oy». Y/tXt. u/»/c 

3. 

Bia 68-2109 

3 cy». 

k. 

xsa 68-2107 

3 ey» . v/«tt. 

5. 

W 333333 

2 cys. w/*tt. 

6. 

B1 333334 

2 eyi. v/att. 

T- 

IN 333335 

2 oya. v/att. 

8. 

m 333336 

2 eya. v/att. 

9. 

m 333337 

2 oya. v/att. m/»/c 

10. 

m 333338 

2 cys. v/att. u/s/c 

11. 

nc 333339 

2 cys. v/att. u/s/c 

L2. 

1 TM 3333‘»0 

2 oya. v/att. u/s/c 


SUaJECT AND ENCLOSUPES 


; F.. ArD SUN AND RETURN THIS COPY TO HEADQUARTERS REGISTRY BY NEXT ^TURN 

i>/.Tr; ! iil'jNATUMECKecfDlent) 




WHITE 


fX • 


STATION COPY 


FORM 255 


..DtrioN. 1^ CONFIDENTIAL 


YELLOW 


MtUDOUARTBSS TICKLSR COFY 


[]] SECRET (24) 


255 n CONFIDENTIAL 

Date: 28 February 1968 


PINK 


[]] SECRET (24) 
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S-E-C-R-E-T 


OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.1 EXHIBIT C 


DISPATCH 

CLAaSinCATKM 

S-E-C-R-E-T 

PROCESSING ACTION 1 


MMOB POI IMCXIM 

TO 


W tMKRMI HQIMIS 

INFO. 




onr QUALIFIEB OCSR 

BAN AIM MDCXIM 

PROM 

Chief, 




WCIIOPBJI 


Format for Preparing Multiple Station Dispatches 

ACTION REQUIRED • RCfERENCCS ~ 

For Information Only 

1. This is a sample of the format used in preparing 
Multiple Station Dispatches. 

2. The instructions in EXHIBIT A .apply to Multiple 
Station Dispatches as to spacing, paragraph and page numbering, 
the dates utaed, and signatures. 

I 3. Four or more addressee stations constitute a Multiple 
Station Dispatch. When appropriate, standard distribution 
categories may be used. Category symbols are entered in the 
external distribution space. 

4. When a category symbol is used, the complete list of 
addressee stations will appear on or with the Official Record 
Copy. 

5. Multiple Station Dispatches may be released by 
officers meeting requirements. 


(Pseudonym Signature) 

Typed Pseudonym of the Signing Officer 

Enclosures; 

1. (Brief Description), (Number of Copies) 

2. (Brief Description) , (Number of Copies) 

Distribution; 

A, B, w/encls. 1 & 2 


CROSS REFERENCE TO 


DISPATCH SYMBOL AND NUMBER 

OC 65-000 


CLASSmCATION 


S-E-C-R-E-T 


Date Released 


HQSnLC NUMBER 


Date: 29 Nov 1965 Page: 1 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110.1 EXHIBIT D 


25X1 A 


S-E-C-R-E-T 


25X1 A 


TRAHSMITTAL MANIFEST 

ms 18162 

Chief, 

^^seudo Initials 

Chief, 

officer) 

1 TEM NO . 

OESCR 1 PT ION 

REMARKS 

1. 

- sets 

3 complete sets 
































Distribution : 



Orig. & 1 - Addressee w/enc 

; 



i 



- f 























;?K 1236a 

1 

1 S-E-C-R-E-T 

1 YELLOW 

(1S-47) 

J?SS 1236a 

1 S-E-C-R-E-T 

1 YELLOW 

(IS-471 

'1 17 March 1969 

OC-0 

(True Name Signature) 


1236a 

S-E-C-R-E-T 

YELLOW 

<1»-47l 


* 17 March 1969 

Date: 28 February 1968 
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OFFICE or COMMUNICATIONS ORDERS 110 , DISPATCHES 

110.1 EXHIBIT E 



Date: 29 Nov 1965 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPA TCHES 

110.2 TELEPOUCH SYSTEM 

A . GENERAL 


The purpose of this Order is to establish the 
Telepouch System within the Office of Communications 
and to provide procedures for the administration of 
the system. 


B. REFERENCE 

OC Order 110.1, Dispatches, dated 29 November 1965, 

C . SCOPE 


25X1 A 



quarters and with their respective Area Headquarters. 


D . PROCEDURES 


25X1 A 


1. The OC Telepouch System should be used only 
when the contents of a dispatch require timely 
delivery, but not to the extent that the use of 
a cable is necessary. 

2. Originators will follow the procedures listed 
in the reference for the preparation of dispatches, 
except the lines of the text should not exceed 69 
spaces, including indentations, spaces, and char- 
acters. Telepouch transmission will be indicated 
by typing "VIA TELEPOUCH" in the «To" and/or "Info" 
line immediately following each addressee requiring 
electrical transmission, i.e., 

VIA TELEPOUCH, Info: 


25X1 A 


* 16 December 1968 

Date: 10 March 1967 
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S-E-C-R-E-T 


110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.2 TELEPOUCH SYSTEM - con»t 

TELEPOUCH. The absence of the phrase "VIA TELE- 
POUCH" will indicate to OC-RMS that the dispatch 
is to be forwarded via normal pouch channels. If 
telepouch transmission is disapproved by the 
releasing officer, he will line through the phrase. 

3. Telepouches should not contain extensive lists 
of numbers subject to difficult processing such as 
stock control numbers, equipment serial numbers, 
etc., unless absolutely necessary. 

E. RESPONSIBILITIES 
1. OC-RMS 

* a. Outgoing 

Telepouches will be routed to OC-RMS. 

OC-RMS will screen telepouches for discrep- 
ancies, compliance with prescribed format, 
procedures, sterilization and security regula- 
tions, and releasing signatures. OC-RMS will 
hand carry one copy to the Headquarters Signal 
Center for electrical transmission and will 
pouch via normal channels to those addressees, 
if any, not requiring electrical transmission. 

♦ b . Incoming 

Telepouches will be received from Head- 
quarters Signal Center on NCR paper. OC-RMS 
v,/ill cut and assemble into page length; cover- 
sheet with Routing and Record Sheet, Form 610; 
and disseminate according to established pro- 
cedures for incoming dispatches. 

* 2. Headquarters Signal Cen ter 
a . Outgoing 

Headquarters Signal Center will prepare 
the tapes and electrically transmit to the 
appropriate addressee (s) . 

* 6 November 1967 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.2 TELEPOUCH SYSTEM - con*t 
b. Incoming 


Field originated telepouches will be 
received in the Headquarters Signal Center 
on NCR paper. Headquarters Signal Center 
will edit the original, make any service 
action required, and forward three (3) copies 
to OC-RMS. 

* 3 . . OC- Staff Communications Division 

OC-SCD will coordinate the activation/ 
deactivation of telepouch facilities, establish 
telepouch procedures, and evaluate staff communications 
network capabilities to effectively support the 
telepouch program. 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 


110.2 TELEPOUCH SYSTEM - con*t 

b . Incomi ng 

Field originated telepouches will be 
received in the Headquarters Signal Center on 
NCR paper. Headquarters Signal Center will 
edit the original, make any service action 
required, and forward three (3) copies to 
OC-RMS. 

3. OC-T 

OC-T will coordinate the activation/deactivation 
of telepouch facilities, establish telepouch pro- 
cedures, and evaluate staff communications network 
capabilities to effectively support the telepouch 
program. 


Date: 10 March 1967 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.2 TELEPOUCH SYSTEM 


A. GENERAL 

The purpose of this Order is to establish the 
Telepouch System within the Office of Communications 
and to provide procedures for the administration of 
the system. 


B. REFERENCE 

OC Order 110.1, Dispatches, dated 29 November 1965. 


C . SCOPE 


The OC Telepouch System is effective 1 April 
permits the electrical transmission of 


25X1A 



with OC Headquarters and with tl 
Headquarters . 


respeci 


D. PROCEDURES 

1. The OC Telepouch System should be used only 
when the contents of a dispatch require timely delivery, 
but not to the extent that the use of a cable is necessary. 


25X1 A 


2. Originators will follow the procedures listed 
in the reference for the preparation of dispatches, except 
the lines of the text should not exceed 69 spaces, 
including indentations, spaces, and characters. Tele- 
pouch transmission will be indicated by typing "VIA 
TELEPOUCH" in the "To" and/or "Info" line immediately 
following each addre ssee requiring electrical t rans- 


* 17 March 1969 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 


110.2 TELEPOUCH SYSTEM - con't 


TELEPOUCH, Info: 
absence of the phr' 



VIA TELEPOUCH. The 
POUCH" will indicate to 


OC-RMS that the dispatch is to be forwarded via pouch 
channels. If telepouch transmission is disapproved by 
the releasing officer, he will line through the phrase. 


3. Telepouches should not contain extensive lists 
of numbers subject to difficult processing such as stock 
control numbers, equipment serial numbers, etc., unless 
absoutely necessary. 


E. RESPONSIBILITIES 
* 1. Releasing 

All telepouches will be released by the D/CO, 
DD/CO, or OC-0. Those which raise a question of 
policy, initiate or significantly affect activi- 
ties or projects, deny a request or disapprove an 
action or are apt to raise a controversy, shall be 
prepared for the signature of the D/CO and shall 
normally be released by the D/CO or DD/CO. 

2. OC-RMS 


a. Outgoing 

Telepouches will be routed to OC-RMS. OC-RMS 
will screen telepouches for discrepancies, com- 
pliance with prescribed format, procedures, 
sterilization and security regulations, and 
releasing signatures. OC-RMS will hand carry 
one copy to the Headquarters Signal Center for 
electrical transmission and will pouch via 
pouch channels to those addressees, if any, not 
requiring electrical transmission. 

b . Incoming 

Telepouches will be received from Headquarters 
Signal Center on hard copy. OC-RMS will cut and 
assemble into page length; coversheet with 


* 17 March 1969 
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OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.2 TELEPOUCH SYSTEM - con’t 


Routing and Record Sheet, Form 610; and 
disseminate according to established pro- 
cedures for incoming dispatches. 

3. Headquarters Signal Center 

a. Outgoing 

Headquarters Signal Center will prepare 
the tapes and electrically transmit to the 
appropriate addressee (s) . 

b . Incoming 

Field originated telepouches will be 
received in the Headquarters Signal Center on 
hard copy. Headquarters Signal Center will 
edit the original, make any service action 
required, and forward three (3) copies to OC-RMS . 

* 4. OC-Staff Communications Division 


OC~SCD will coordinate the activation/deactivation 
of telepouch facilities, establish telepouch procedures, 
and evaluate staff communications network capabilities 
to effectively support the telepouch program. 


* 13 January 1969 
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OFFICE OF COMMUNICATIONS ORDERS 


110. DISPATCHES 


110.2 TELEPOUCH SYSTEM 


A. GENERAL 

The purpose of this Order is to establish the 
Telepouch System within the Office of Communications 
and to provide procedures for the administration of 
the system. 


B . REFERENCE 

OC Order 110.1, Dispatches, dated 29 November 1965. 

C . SCOPE 


* The OC Telepouch System is effective 1 April 1967 



D . PROCEDURES 


1. The OC Telepouch System should be used only 
when the contents of a dispatch require timely 
delivery, but not to the extent that the use of 
a cable is necessary. 


25X1 A 


25X1 A 


* 

Date : 


2. Originators will follow the procedures listed 
in the reference for the preparation of dispatches, 
except the lines of the text should not exceed 69 
spaces, including indentations, spaces, and char- 
acters. Telepouch transmission will be indicated 
by typing "VIA TELEPOUCH" in the "To" and/or "Info" 
line immediately following each addressee requiring 
electrical transmission, i.e., T 
VIA TELEPOUCH, Infos 
The absence of the phrase "VIA TELE- 
POUCH" will indicate to OC-RMS that the dispatch 
is to be forwarded via normal pouch channels. If 
telepouch transmission is disapproved by the 
releasing officer, he will line through the phrase. 

6 September 1968 

10 March 1967 Page 1 
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110 . 

110.2 


Page 


Approved For Release ^Qg;l/g9/ftaEC>lA-RDP79-00657A000300060001-4 


DISPATCHES OFFICE OF COMM UNICATIONS ORDERS 


TELEPOUCH SYSTEM - con’t 

3 Telepouches should not contain extensive lists 
of numbers subject to difficult processing such as 
stock control numbers, equipment serial numbers, 
etc., unless absolutely necessary, 

E. RESPONSIBILITIES 

1 . OC-RMS 


* a . Outgoing 

Telepouches will be routed to OC-RMS. 
OC-RMS will screen telepouches for discrep- 
ancies, compliance with prescribed format, 
procedures, sterilization and security regula- 
tions, and releasing signatures. OC-RMS will 
hand carry one copy to the Headquarters Signal 
Center for electrical transmission and will 
pouch via normal channels to those addressees, 
if any, not requii'ing electrical transmission. 

* b. In coming 

Telepouches will be received from Head- 
quarters Signal Center on NCR paper. OC-RMS 
will cut and assemble into page length; cover- 
sheet with Routing and Record Sheet, Form 610; 
and disseminate according to established pro- 
cedures for incoming dispatches. 

+ 2. Headqu arters Signal Center 

a . Ou tgoing 

Headquarters Signal Center will prepare 
the tapes and electrically transmit to the 
appropriate addressee (s) . 

b. Incoming 


Field originated telepouches will be 
received in the Headquarters Signal Center on 
NCR paper. Headquarters Signal Center will 
edit the original, make any service action 
required, and forward three (3) copies to 
OC-RMS . 

* 6 November 1967 
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110. DISPATCHES 


OFFICE OF COMMUNICATIONS ORDERS 


110.2 TELEPOUCH SYSTEM - con*t 


3. OC-T 

OC-T will coordinate the activation/deactivation 
of telepouch facilities, establish_ telepouch pro- 
cedures, and evaluate staff communications network 
capabilities to effectively support the telepouch 
program. 


Date; 10 March 1967 
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OFFICE OF COMMUNICATIONS ORDERS ^ ^10. DISPATCHES 

110.2 TELEPOUCH SYSTEM 

A . GENERAL 


The purpose of this Order is to establish the 
Telepouch System within the Office of Communications 
and to provide procedures for the administration of 
the system, 

B. REFERENCE 

OC Order 110.1 Dispatches, dated 29 November 1965, 

C . SCOPE 


The OC Telepouch System is effective 1 April 1967 
and permits the electrical transmission of dispatches 



included in this system at this time. 


D. PROCEDURES 

1, The OC Telepouch System should be used only 
when the contents of a dispatch require timely 
delivery, but not to the extent that the use of 
a cable is necessary. 


25X1A 
25X1 A 


2. Originators will follow the procedures listed 
in the reference for the preparation of dispatches 
except the lines of the text should not exceed 69 
spaces, including indentations, spaces, and char- 
acters, Telepouch transmission will be indicated 
by typing "VIA TELEPOUCH” in the "To" and/or "Info" 
line immediately following each addressee requi ring 
transmission, i.e,, 

VIA TELEPOUCH, Info: 

TELEPOUCH. The absence of the phrase 
POUCH" will indicate to OC-RMS that the dispatch 
is to be forwarded via normal pouch channels. If 
telepouch transmission is disapproved by the 
releasing officer, he will line through the phrase. 



'VIA TELE- 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORD ERS 

110.2 TELEPOUCH SYSTEM - con-t 

3. Telepouches should not contain extensive lists 
of numbers subject to difficult processing such as 
stock control numbers, equipment serial numbers, 
etc., unless absolutely necessary, 

E. RESPONSIBILITIES 

1. OC-RMS 

+a. Outgoing 


Telepouches will be routed to OC-RMS, 
OC-RMS will screen telepouches for discrep- 
ancies, compliance with prescribed format, 
procedures, sterilization and security regula- 
tions, and releasing signatures, OC-RMS will 
hand carry one copy to the Headquarters Signal 
Center for electrical transmission and will 
pouch via normal channels to those addressees, 
if any, not requiring electrical transmission, 

*b. Incoming 


Telepouches will be received from Head- 
quarters Signal Center on NCR paper. OC-RMS 
will cut and assemble into page length; cover- 
sheet with Routing and Record Sheet, Form 610; 
and disseminate according to established pro- 
cedures for incoming dispatches, 

* 2 , Headquarters Signal Center 
a. Outgoing 


Page 2 


Headquarters Signal Center will prepare 
the tapes and electrically transmit to the 
appropriate addressee (s) , 


b. Incoming 


Field originated telepouches will be 
received in the Headquarters Signal Center on 
NCR paper. Headquarters Signal Center will 
edit the original, make any service action 
required, and forward three (3) copies to 


OC-RMS . 


* 6 November 1967 

Date: 10 March 1967 
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OFFICE OF COMMUNICATIONS ORDERS 110, DISPATCHES 

110.2 TELEPOUCH SYSTEM 

A . GENERAL 


The purpose of this Order is to establish the 
Telepouch System within the Office of Communications 
and to provide procedures for the administration of 
the system. 

B. REFERENCE 

OC Order 110.1 Dispatches, dated 29 November 1965, 

C. SCOPE 

25X1 A 

The OC Telepouch System is effective 1 April 1967 
and permits the electrical transmission of dispatches 


included in this system at this time. 

D. PROCEDURES 

1. The OC Telepouch System should be used only 
when the contents of a dispatch require timely 
delivery, but not to the extent that the use of 
a cable is necessary. 


25X1A 
25X1 A 


2. Originators will follow the procedures listed 
in the reference for the preparation of dispatches 
except the lines of the text should not exceed 69 
spaces, including indentations, spaces, and char- 
acters. Telepouch transmission will be indicated 
by typing "VIA TELEPOUCH" in the "To" and/or "Info" 
line immediately following each addressee requiring 
electrica l transmission, i.e., , 

VIA TELEPOUCH, Info: 

TELEPOUCH. The absence of the phrase "VIA TELE- 
POUCH" will indicate to OC-RMS that the dispatch 
is to be forwarded via normal pouch channels. If 
telepouch transmission is disapproved by the 
releasing officer, he will line through the phrase. 


Date: 10 March 1967 
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110, DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.2 TELEPOUCH SYSTEM - con^t 

3. Telepouches should not contain extensive lists 
of numbers subject to difficult processing such as 
stock control numbers, equipment serial numbers, 
etc., unless absolutely necessary, 

E. RESPONSIBILITIES 

1 . OC-RMS 


a . Outgoing 


Telepouches will be routed to OC-RMS, 
OC-RMS will screen telepouches for discrep- 
ancies, compliance with prescribed format, 
procedures, sterilization and security regula- 
tions, and releasing signatures, OC-RMS will 
hand carry one copy to the OC-Signal Center 
for electrical transmission and will pouch via 
normal channels to those addressees, if any, 
not requiring electrical transmission, 

b. Incoming 


Telepouches will be received from OC-S/C 
on NCR paper. OC-RMS will cut and assemble 
into page length; coversheet with Routing and 
Record Sheet, Form 610; and disseminate accord- 
ing to established procedures for incoming 
dispatches . 

2. OC-S/C 


a . Outgoing 


OC-S/C will prepare the tapes and electri- 
cally transmit to the appropriate addressee(s) . 

b . Incoming 


Field originated telepouches will be 
received in the OC-S/C on NCR paper, OC-S/C 
will edit the original, make any service 
action required, and forward three (3) copies 
to OC-RMS, 


Page 2 


Date: 10 March 1967 


Approved For Release 20C^7lfe7l&'^&^DP79-00657A000300060001-4 



Approved For Release 2001/(^Z(^.^ll^=lgDFf79-00657A000300060001-4 


OFFICE OF COMMUNICATIONS ORDERS 110. DISPATCHES 

110.2 TELEPOUCH SYSTEM 

A. GENERAL 

This Order establishes the Telepouch System within the 
Office of Communications and provides procedures for 
the administration of the system. 

B. REFERENCE 

OC Order 110.1, Dispatches, dated 29 November 1965. 

*C. SCOPE 

The OC Telepouch System permits the electrical trans- 
mission of dispatches between Headquarters and the 
stations listed in APPENDIX A. 

D. PROCEDURES 

1. The OC Telepouch System should be used when the contents 
of a dispatch requires timely delivery, but not to the 
extent that a cable is necessary. 

2. Originators will follow the procedures listed in the 
reference for the preparation of dispatches, except the 
lines of the text should not exceed 69 spaces, including 
identations, spaces, and characters. Telepouch trans- 
mission will be indicated by typing "VIA TELEPOUCH" in 
the "TO" and/or "INFO" line immediately following each 
ad^e^e^reqi^^^i^^^^^^^^ transmission; i.e,, 

TELEPOUCH , 

The absence the phrase 
to OC-RMS that the dispatch 
is to be forwarded via pouch channels. If telepouch 
transmission is disapproved by the releasing officer, he 
will line through the phrase. 

3. Telepouches should not contain extensive lists of numbers 
subject to difficult processing such as stock control 
numbers, equipment serial numbers, etc., unless absoutely 
necessary . 
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110. DISPATCHES OFFICE OF COMMUNICATIONS ORDERS 

110.2 TELEPOUCH SYSTEM - con't 
E, RESPONSIBILITIES 
*1 . Releasing 

All telepouches will be released by the D/CO, DD/CO, or 
OC-0. Those which raise a question of policy, initiate 
or significantly affect activities or projects, deny a 
request or disapprove an action or are apt to raise a 
controversy, shall be prepared for the signature of the 
D/CO and shall normally be released by the D/CO or DD/CO. 

2. PC -RMS 

a . Outgoing 

Telepouches will be routed to OC-RMS. OC-RMS will 
screen telepouches for discrepancies, compliance with 
prescribed format, procedures, sterilization and 
security regulations, and releasing signatures. 

OC-RMS will hand carry one copy to the Headquarters 
Signal Center for electrical transmission and will 
pouch via pouch channels to those addressees, if 
any, not requiring electrical transmission. 

b . Incoming 

Telepouches will be received from Headquarters Signal 
Center on hard copy. OC-RMS will cut and assemble 
into page length; coversheet with Routing and Record 
Sheet, Form 610; and disseminate according to 
established procedures for incoming dispatches. 

3 . Headquarters Signal Center 
a . Outgoing 

Headquarters Signal Center will prepare the tapes and 
electrically transmit to the appropriate addressee (s) . 
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OFFICE OF COMMUNICATIONS ORDERS 110, DISPATCHES 

110.2 TELEPOUCH SYSTEM - con^t 
b . Incoming 

Field originated telepouches will be recieved in the 
Headquarters Signal Center on hard copy. Headquarters 
Signal Center will edit the original, make any service 
action required, and forward three (3) copies to OC-RMS. 

*4 . OC-Staff Communications Division 

OC-SCD will coordinate the activation/deactivation of 
telepouch facilities, establish telepouch procedures, 
and evaluate staff communications network capabilities to 
effectively support the telepouch program. 
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